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Adding CBRS Root Certificates to SAS, CBSD and Domain Proxy

The SAS<->CBSD protocol is utilizing TLS with a 2-way authentication method. For this purpose,
X.5009 certificate exchange occurs during the TLS connection establishment between the SAS and
CBSD/DP.

The CBSD/DP verifies the PKI chain of the SAS X.509 certificate sent to CBSD/DP during the
TLS connection establishment. The SAS verifies the PKI chain of the CBSD/DP X.509 certificate
sent to SAS during the TLS connection establishment. The CBSD, Domain Proxy and SAS have
a “Trusted Root CA Certificate Store” where the CBRS X.509 Root certificates are stored.

When communication to the SAS is done directly from CBSD without Domain Proxy, then the
CBSD has in its “Trusted Root CA Certificate Store” the CBRS X.509 Root certificates.

When communication to the SAS is done via Domain Proxy, then the Domain Proxy has in its
“Trusted Root CA Certificate Store” the CBRS X.509 Root certificates (the CBSD in this case
does not have CBRS X.509 certificates).

In order for SAS to verify the PKI chain of the CBSD/DP X.509 certificate, the SAS must have in
its “Trusted Root CA Certificate Store” the Root CA of the CBSD/DP X.509 certificate. In order
for CBSD/DP to verify the PKI chain of the SAS X.509 certificate, the CBSD/DP must have in its
“Trusted Root CA Certificate Store” the Root CA of the SAS X.509 certificate.

The CBRS Root CA certificates are Public X.509 certificates and can be transferred publicly
(via e-mail, download from web server, etc.) The CBRS Root CA certificates have a public link
from WInnForum for download: (https://cbrs.wirelessinnovation.org/cbrs-root-ca-operators),
Because there are several CBRS Root CA Operators, then the SAS and CBSD/DP can choose
different CBRS Root CA Operators (based on business considerations) to issue their CBRS X.509
certificates. The following example illustrates this:
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https://cbrs.wirelessinnovation.org/cbrs-root-ca-operators

The following combinations apply from this example:
For CBSD #1 and SAS #1 to successfully establish a TLS connection:
e SAS#1 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #3”
e CBSD #I requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #1”

For Domain Proxy #1 and SAS #1 to successfully establish a TLS connection:
e  SAS#1 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #3”
e  Domain Proxy #1 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #1”

For CBSD #1 and SAS #2 to successfully establish a TLS connection:
e  SAS #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #3”
e CBSD #1 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #2”

For Domain Proxy #1 and SAS #2 to successfully establish a TLS connection:
e  SAS #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #3”
e Domain Proxy #1 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #2”

For CBSD #2 and SAS #1 to successfully establish a TLS connection:
o  SAS#1 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #4”
e CBSD #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #1”

For Domain Proxy #2 and SAS #1 to successfully establish a TLS connection:
o  SAS#1 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #4”
e Domain Proxy #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #1”

For CBSD #2 and SAS #2 to successfully establish a TLS connection:
e  SAS #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #4”
e CBSD #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #2”

For Domain Proxy #2 and SAS #2 to successfully establish a TLS connection:
e  SAS #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #4”
e  Domain Proxy #2 requires in its “Trusted Root CA Certificate Store” the “CBRS Root CA #2”

The above combinations lead to the following statement in section 1.3 of TS-0022 to maintain
proper operation of the CBRS Ecosystem:

“Subscribers should install all WInnForum authorized CBRS Root CA certificates in their
device trust anchor stores to validate received certificates.”

By installing all the CBRS Root CA certificates in the “Trusted Root CA Certificate Store” (“trust
anchor stores”), the CBRS Ecosystem can maintain commercial business without restricting to
specific devices:

e SAS can establish TLS communication with any CBSD/DP.

e CBSD/DP can establish TLS communication with any SAS.

In the example above:
e If SAS #1 does not have “CBRS Root CA #4” in its “Trusted Root CA Certificate Store”,
then it cannot establish TLS connection with CBSD #2 and Domain Proxy #2 (and hence
cannot have business with them).



e [fCBSD #1 does not have “CBRS Root CA #2” in its “Trusted Root CA Certificate Store”,
then it cannot establish TLS connection with SAS #2 (and hence cannot have business with
SAS #2).

Adding a new CBRS Root CA to the “Trusted Root CA Certificate Store”:
In the CBRS Ecosystem, the following may occur:
¢ (CBSD manufacturing process did NOT load to the CBSD “Trusted Root CA Certificate
Store” with all the CBRS Root CA that exist at the time the CBSD is manufactured.
e A NEW CBRS Root CA Operator is joining the CBRS Ecosystem.

In order to allow the business flexibility in the CBRS Ecosystem of TLS connection between the
various CBSD/DP and SAS, then the vendors need to have a way in their products to allow
uploading additional CBRS Root CA(s) into the “Trusted Root CA Certificate Store”.

For CBSD and Domain Proxy, uploading additional CBRS Root CAs into their “Trusted Root CA
Certificate Store” is typically available via the CBSD/DP Management System (or webGUI)
remotely managing the device. For CBSD/DP it may also be applicable by a software upgrade
where the new CBRS Root CA is embedded as part of the software (CBRS Root CA is a Public
X.509 certificate).

SAS, CBSD and Domain Proxy vendors are not mandated to add a new CBRS Root CA if their
existing business is satisfactory with the existing CBRS Root CA certificate(s) in their “Trusted
Root CA Certificate Store”. In order to allow flexibility in their business of the CBRS Ecosystem
it is recommended that SAS, CBSD and Domain Proxy vendors will be aware of new CBRS
Root CA(s) joining the CBRS Ecosystem. This will allow the proper upload of the new CBRS
Root CA(s) to the “Trusted Root CA Certificate Store” based on each vendor’s implementation.
This way the SAS, CBSD and Domain Proxy can be up to date and will have all CBRS Root CA
certificates.
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