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Reminder on Restricted and Controlled
Information Polic

« Participants in this meeting are reminded that the Wireless
Innovation Forum is an international organization, and they
are prohibited from disclosing export restricted or controlled
Information during the course of this meeting.

In addition, participants are reminded that they are
prohibited from making input contributions containing export

restricted or controlled information to the Wireless
Innovation Forum. Members wishing additional information
on these prohibitions are referred to the Wireless
Innovation/SDR Forum’s Policy on Restricted and
Controlled Information (SDRF Policy 009) available on the
web.
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Meeting Agenda

Radio Topologies

Control Module
— Channel Management Interface
— Certificate Management Interface
— Key Management Interface

Infosec Module
— Cryptographic Channel Interfaces
— TRANSEC Channel Interface

Bypass Module

— Bypass Channel Interfaces

landA Module

— landA Channel Interfaces

— Random Interface

Protocol Module
— Protocol Channel Interfaces
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Radio Topologies
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Radio Topologies

Simple Commercial Topology
Single WF processor
Single Security Domain
Single Crypto Module
Single Crypto Control Module (separate or not from crypto module)

Crypto
Control
Module
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Radio Topologies

Constrained Crypto Topology (uncommon)
Single WF processor, possibly multiple waveforms / channels
Single Security Domain
Multiple Crypto Modules
Single Crypto Control Module

CSS

| Crypto |_
| Module;

Crypto
Control +--
Module

Crypto WF
Module, Processor

| Crypto |_
Module,
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Radio Topologies
Standard Military Topology

Separate Secure and Unsecure WF Processors

Two Security Domains — plaintext, ciphertext

Single Crypto Module

Single Crypto Control Module (separate or not from crypto module)

CSS
Crypto
Control
Module

Crypto
Module

Unsecure
WF
Processor
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Radio Topologies

Multichannel Military Topology
Separate Secure and Unsecure WF Processors
Multiple Security Domains on plaintext side
Multiple Crypto Modules
Single Crypto Control Module (shared key management, etc)

Some form of routing topologies between WF processors and Crypto
modules

CSS
Crypto
b Control
' 7|_Module

Unsecure
WF
Processor;

Unsecure
WF
Processor,

Module,

» Crypto
» Module, WF

Unsecure

Processor,

=
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Control Module:
Channel Management

Slide 9

‘UNNVATHN'

Driving the future of radio communications and systems worldwide
Copyright © 2010 Software Defined Radio Forum, Inc. All Rights Reserved




Channel Management

e What is a channel?

— A communication path to/from the security subsystem defined by:
» the crypto module (CM) providing the service,

» the access points (called endpoints) used to interface with the CM,
» service specific configuration information

« Types of Channels Created
and Managed by the API:

— Cryptographic Channels

EndPoints

TRANSEC Channels
Bypass Channels

Integrity and Authentication To/From To/From
Channels Clients Clients
 Hash Channels
« MAC Channels
» Signature Channels Channels
» Signature Verification Channels
Protocol Channels
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Channel Management

e Channel Creation:

— Done between endpoints on a CM. Definition of endpoints is implementation
defined. Examples include:
 |IRSS IDL API instance (e.g. “Port”)
» Physical HW interfaces into a CM
« |P address
— Allocates cryptographic resources for the channel

— Establishes a cryptographic context for state management

 Channel Destruction:
— Releases cryptographic resources for reuse by another client.

 Special considerations for Cryptographic and TRANSEC channels

— Supports multiple configurations per channel
» A client must activate a configuration to use it.
« Only one configuration can be active at a time
« Activation of a new configuration loses the context of the previous configuration
— If you need to maintain multiple simultaneous contexts, you should create
multiple channels (could use same endpoints)
» e.g. TDMA stream-based waveforms
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Channel Management
Cryptographic Channel Lifecycle

Created

CreateCryptographicChannel Not Configured
[I—

Nﬂt CreatEd '.'J.'ddl:r':l.-ptugra icCaniguratiDn Removeco igurati':ln [laﬂt Cfg]

/

\ Configured

( Not Active |
‘ AddCrptographicConfiguraion ‘

DestroyChannel

FemaoveConfiguratian [hat last ofig)

: - RembveConfiguration
ActivateConfiguration [active Efg &2 not last
DeactivateConfiguration cig]

| Active |
‘ AddCryptographicConfiguration ‘

FemaoveCaonfiguration [hot active ofig)

\J

ActivateConfiguration
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Channel Management

Wy clients use the Channelgmt interface to create and manage channels. There are several types of channels that clients can create: 1) Cryptographic channels are used to transform
(i.e. encrypt and decrypt) user data, 21 Transec channels are used to cover traffic for transmizsion, 3) Bypass channels are used to bypass control informstion through the
cryptographic subsystem, 4] hash channels are used to generate a hash over data, 51 MAC channels are used to generate 5 MAC over data, B) signsture channels are used to generste
a signature over data, 7 signature verification channels are used to verify a signature, and 81 protocol channels are used to send and receive protocol message toffrom the
chyptographic subsystem (for example, az part of a key exchange protocaol).

Channels are created on a specific crypto module using specific endpoints that define the inputs and, where applicakle, the outputs of the channel. The defintion far an endpaint is
implemerntation defined. For example, one could choose to use endpoints for each HW interface. Atternatively, one could choose to use endpoints for each APl instance.

Wiith the exception of cryptographic channels and TRANSEC channels, channels are resdy to uze once crested. Cryptographic channels and TRANSEC channels need to be configured
[via AddCryptographicContigurstion) or AddTransecConfigurstion) ) and sctivated (via ActivateConfigurstion() ) kefare they are resdy 1o use,

AN

«CORBAINterfaces
ChanneliMgmit
(IRSS.Contral)

N

Motes on Cryptographic and TRANSEC channels:

Cryptographic channels are crested betvween
endpoirts and establish a cortext which is shared
between all the configurations on that channel.
Switching betvween configurstions on & cryptographic
channel (via ActivateConfiguration,) ) will destray any
previous state maintained for the cryptographic
channel and establizh a new state for the new:
configuration. hMultiple cryptographic channels can be
crested between the same st of endpoints with each
cryptographic channel establishing its own context.
Switching to & configurstion on a different
cryptographic channel will not destroy the state of the
existing cryptographic channel allowing that state to
ke wzed further. This behavior applies to TRANSEC
channels as well.

+CreateCryptographicChannel] cm: Cryptoboduleld, ptEndpoint © Endpointid, ctEndpoint : Endpointld, cryptodpps - CryptodpplicationidSequence, channelDuplexity © Duplexity 1 Channelld
+CresteTransecChannel] cm . Cryptoboduleld, endpoirt @ Endpoirtld, cryptodpps . CryptodpplicstionldSeguence, channelDuplexity : Duple:ity ) Channelld
+CreateBypassChannel] om : Cryptobdoduleld, sourceEndpoint © Endpaintld, destinationEndpoint : Endpaintld 1 @ Channeld

+CreateHashiChannel! cm : CryptoModuleld | inputEndpoint © Endpoirtld, hashAlogrithm © Hash&lgorithmld 3 Channeld

+CreatefacChannel] cm : Cryptokoduleld, inputEndpoaint @ Endpointid, macAlogrithmid @ MacAlgorithmldd, mackeyld : Keyld 1 : Channelid

+CreateSignatureChannel] cm : CryptoModuleld, inputEndpoint © Endpointld, algorithmld © SignstureSlgorithmld, cerld © Cedificateld 1 Channeld
+CreateSignature’erificationChannel( cm : Cryptobdoduleld, inputEndpoint © Endpaintld, slgorithmid @ Signaturetigorthmid, publickey © OctetSequence ) Channelld
+CreateProtocolChannel| om : Cryptoboduleld, ptEndpoint © Endpoirtld, ctEndpoint @ Endpoirtld, protocoldpplicationld : Cryptodpplicationld 1 Channelid
+DestroyChannel( channel : Channelld ) woid

+AddCryptographicConfigurationl channel : Channeld, configuration : CryptographicConfiguration ) Configurstionid

+AddTransecCanfigurstion channel : Channelld, configuration ; TranzecConfiguration ) : Configurstionid

+RemoveConfiguration] channelConfigld © Configurationld ) void

+ActivateConfigurationt channelConfigh | Configurationld, activationData @ OctetSecquence 3 void

+DesctivateConfiguration channelConfigld : Configurationld 1 : woid

-~ £ Ay
“CORBATypedets [~ / \
Configurationid _ & 4
(IRSS Cortrol) +CORBAStruCt: 4CORBAStCE

t_MoqraphicConﬁgura‘tion - TransecConfiguration ZCORBATypetels

(IRSS.Cortrol) {IRSS Control)
+eryptopplication : Cryptospplicationid [1] | [+erystoApplication © CryptoApplicationid [1]

~ «CORBASEguUences
\CryptoApplicationldSequence

Endpointld

(IRSS.Contral)
I

{IRSS Cortral) +ek : Heyid [1] sk eyl [1]

index : long [0.%] P 1 |

+CORBATypedefs:
Channelld
(IRSS)

4CORBATypedefs
' CryptoModuleld
(IRSS Control)

+COREATypedsts
>|MacAlgorithmid
(IRSS Cortrol)

#CORBATypedets
Hazhalgorithmid
(IRSE Control)

+CORBATypedsfs
Certificateld
(IRSS Cortrol)

~ «CORBATypedets
SignatureAlgorithmid
(RSS Cortrof

7 E i «CORBAConstantss
L ModuleConstants

=4
«CORBATypedefs (IRES Contral)

+ouplexity /1 Keyld
*CORBAEnUMs (RS Control)

+UMUSED ENDPOINT ID : Encipointld = 0xFFFFFFFF

«CORBATypedets Duplexity I

(IRSS Contral)

+SIMPLEX_RX [1]=0
H+SIMPLEX_TX [1]=1 CORBASEYUENCE:

+FULL_DURLEX [1] = 2 OctetSequence

CryptoApplicationld
(IRSS . Control)

y
+other  CORBATypedets

\CryptoApplicationld
(IRSS Contral) uzed

For specifying Pratacol channels with
one port, the UNUSED_ENDPOINT _ID is

+HALF_DUPLEX [1]=2 (CF)
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Channel Management — Single Channel

1 I
11 wwaveformlaunch and init

«CORBAINterface:
: ChannelMgmit

WIRELESS

INNOVATION
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1 - 8) Atwaveform
launch and
initialization time, the
waveform creates a
cryptographic channel
and adds
configurations to it.

9-14) When the
waveform is started, it
activates a
configuration and
uses the channel. If
required, the
waveform can switch
to a new configuration
by activating it. The
cryptographic state is
resetwhen a
configuration is
activated.

15-18) When the
waveform is stopped,
the waveform will
deactivate its
configuration.

18- 26) At destruction
time, the waveform
will rermaove the
configuration from the
channel and destroy
the channel itself, thus
releasing the
cryptographic
resources allocated to
that channel.

T 9 wavetorm start

3 channelld

i AddCryptographicConfigurstionchanneld, configuration'l_]_ :

" 5: configurationldl
E: AddCryptographicConfigur stionchanneld, configuraﬁoan |

T configurationid2

100 ActivateConfiguration(configurationld! | activationData)

11: uze channel

— |

12 ActivateConfigurstion(configurationld2 | activationData) H

13 uze channel

118 weaveform destro

16; DeactivateConfiguration(configurationld2)

20 RemoveConfigur stion({configurationldi )

! Alternatively, channel
2 CresteCryptographicChannel(cm, ptEndpairt, c‘tEndpoirﬂ,Lc:rfypmApps, duplexity)— 7

creation can be done
hy the platform.

Cnly one configuration
can be used at any time.

If created by the platform,
the channel would be
destroyed by the platform.

Copyright © 2010 Software Defined Radio Forum, Inc. All Rights Reserved
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Channel Management — Multichannel

INNOVATION

F OR U m

|platform | |waveform |

«CORBAINerfaces

1 - &) Atwaveform launch
and initialization time, the
waveform creates 2
channels to support
simultaneous active
configurations. Atthis point,
the waveform doesnt know
the complete configuration
ofthe channel.

7 -12)When the waveform
receives a call, it now has
the complete configuration
and can add the

configuration and activate it.

Atthis point, channel 1 isin
use.

13-16) This particular
waveform and platform can
support 2 simultaneous
calls. When the second call
arrives, the waveform
configures and activates
the second channel.

17 - 19) Since the
configurations are active on
2 separate channels, the
waveform can use hoth
configurations
simultaneously.

20 - 30) Eventually the 2
calls are disconnected.
When this happens, the
waveform deactivates the
configurations and
removes them from the
channels.

Establish two different contexts and : ChannelMgmt

allocate resources for both channels. r

. ] P
1: \évaveform IuanEhl and init [ I—

2 Cre

s weavetarm siarl

— —_

_— - I
ryptographicChannel{cm, ptEndpoint, ctEndpoint, cryptoAppS.Lduplex'rty)
3 channeldl

ryptographicChannellcm, ptEndpoint, dl;gdggim, cryptoAppSiduplex'rty)
50 channelldz2

& receive call 1

19 AddCryptographic Configuration{channellc? | configuratioml H

e 10 configurationlc!
11: ActivateConfiguration{configurationld! | activationData) N :

only channg 1 inuse 'H

13 receive call 2 T
I
I
4: AddCryptographicConfiguration{channelld2, configuration2) |

I

12 uze channel 1

145 configuraitonld2

16 ActivateConfigurstion(configurstionld2 | activationData) . :

17: u=e channel 2

Pa—

18 uze channel 1

PE—

19: u=e channel 2

Pa—

200 disconnect call 1

Pa—

21 DeactivateConfigurstionfconfigurationid1)

Channel 1 and
channel 2 can be
used simulatenously.

23 RemoveConfigurationfconfigurationid] )

24: uze channel 2

only channel 2 in use

26: DeactivateConfigurationgconfigurationld )

23 disconnect call 2

These channels may use the same
sets of endpoints ifthe crypto
module supports it. Otherwise, two
different sets of endpoints would be
used to create the two channels.

Multi-Channel Management

Usage (cont.)

1-2) Since the configurations
have already heen deactivated
and removed, there is nothing
for the waveform to do when
stopped.

3-8) Atdestruction time, the
waveform destroys its 2
channels to release the
cryptographic resources
assignedto them.

Copyright © 2010 Software Defined Radio Forum, Inc. All Rights Reserved

1: weaveform stop

«CORBAIMerface:
: ChannelMgmt

T3 wavefarm destroy

Destroy(:hannel(channelldl):
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Control Module:
Certificate Management
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Certificate Management

Cliert interface for managing cedificates. WF clients will need to retrieve certificates. The RetrieveCertificater)
operation allows for this and returns only the public portion of the cenificate (i.e. it does not include the private key).
W clients will also need to validste & received cerdificate. Assuming trust anchaors have been previously loaded, &
client can use IsCertificate’/alid() to pass in and validate a cerificate received from a peer. Lastly, a WF client may
wart to identify the cedificates that have been loaded. & client can use GetCerificatelds() to retrieve the [Ds for the
cedificates that have been loaded into, and are managed by, the IRSS.

|
l
«CORBAINterfaces

CertificateMgnnt
(IRES Contral)

+zetCedificatelds() | Cerificateldzequence
+HzCerifocatealid certificate | CotetSequence 1 boolean
+RetrieveCedificaterl certld | Cerificateld 1 : Octet=Sequence

o
#CORBASeqUENCE:
CertificateldSequence
(IRSS.Contral)

incles : long [0..%] FCORBAE:ception: zCOREBAE ception:
#CORBAPimitives InvalidCertificateld UnrecognizedCertificate
unsigned long [IRSS.Control) (IR=SS.Contral)

1 A |
ZCORBATYRedeT:
Certificateld

(IRSS Control) ' The certificate ID the certificate data
& iz not a valid

e passed was not in
*CORBASaqUences e oo D the right format
OctetSequence
[CF)
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Control Module:
Key Management
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Key Management

W clients use this interface to request key
management operations. These operations
include updating keys and getting their
updste counts, and Zeroizing keys.

N

1
1
]

CORBAINMterfaces:

KeyMgmit

(IRSS Contral)

+Updatekey updatekeyld : Keyld )

+Updatebesith&lgarithm updatekieyid © Keyld, algorithm @ KeyUpdate&lgorihmld

+etUpdateCount] updateCauntkeyld : Kevyld ) unsigned short
+Zernizekey zeroizebeyid | Keyid )

-

T

#CORBATypedet:

KeylipdateAlgorithmid

{IRSS Cortral)

#CORBATypedef:
Keyld
[IR=S Control)

#CORBAExCeption:
Invalidkeyld
[IR=S . Contral)

zCOREAException:
KeylpdateError
(IR=S Contral)

zCOREAException:
InvalidkeylUpdateAlgorithmid
(IRSS Contral)

INNOVATION

+reasan | string

|
|
|

The key ID specified is
niot & walicd key 1o

The key could not
be updated.

Driving the future of radio communications and systems worldwide
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The key update algorithm Id
iz not & wvalid key updsate
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INFOSEC Module:
Cryptographic Channels
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Cryptographic Channels

Used to encrypt/decrypt user data via transform requests

— Port connections distinguish encrypt requests from decrypt requests
o QOperation is the same: e.g. TransformStream(...)

APl defines Channel and Consumer interfaces for both the
IRSS and waveform clients, respectively

Two types of transformations: streaming and packet-based
— Streams are generally long “messages” processed across multiple calls
to the security subsystem
* Tagged with SOM and EOM to delimit start and end of messages
» Cryptographic state is maintained across calls
» Use cases: legacy circuit-switched waveforms, file encryption/decryption
— Packets are short, self-contained data
bundles processed as a unit

Multiple packets processed via a single
transform request

Key selection could vary from packet to | «123” F'(x)
packet

Use cases: networking waveforms

Crypto Module
F(x)

Slide 21
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Cryptographic Channels

 Flow control to the crypto module is defined
— Patterned after public JTRS APIs
— “Space Available” boolean enables flow control via return value
— Control signal back to client indicates resume

e Flow control to the waveform client
IS not defined

— RSS can flow pause the waveform, but not
vice versa

— In most cases, waveform is designed at a
system level to unconditionally accept the
crypto’s output

— Waveform & Waveform control flows can
be instituted if full flow control is required

Slide 22
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Cryptographic Channels - Provider

The Transform operations and the Spacedyvailable operstion return a bool indicating if space iz available for another transform request. True indicates that zpace is available for ancther
transform request and falze indicates that space i nat available (ie. flow pause]. Once flow paused, the client should nat push another packet until it receives a flaw resume event through the
IRES:Infosec: ContralSignals interface or Spacedwvailablel) returns True when queried.

Thiz interface provides two accessors for clients. GetMaxPacketZize() returns the largest packet (in bytes) that the IRES can accept.  Clients should not pass packets (via TransformStream or
TranztormPacket] larger that thiz max size. GetMaxPayloadZizel) returns the largest payload (in bytes) that the IRSS can accept. Thiz spplies to the sum of the packets pushed to the IESS via a
TranzformPacket) call. Each individual packet cannot exceed the max packet zize and the combined total of all the packets cannot excesd the max payload size.

o

-~
¢~ %ﬁbﬁfB.ﬂ.ExceptiDn» B
#CORBAINterfaces InvalidChannelld The channel Id specified is not &
CryptographicChannel [IRS5) walid cryptographic channel ld.
[IR=5 Infosec)

+TransformStreami channel : Channeld, som : boolean, eom : hoolean, streamPacket : Packet 1 boolean - «CORBAException:: B
+TransfarmPacketz( channel | Channelld, payload | PacketSequence 1 boalesn "tﬁ:’hﬁgura‘tiunlnac’tiue _lan attempt was made to uze 5
+ZetMaxPayloadSizel channel . Channelld ) unsigned long i (IRSS) cryptographic channel that dogs
+zethaxPacketSizel channel : Channelld 1 unsigned long not have an active configuration
+Zpacefyvailablel channel : Channeld ) boolean

% " N
| 4CORBAException:s & packet tagoed a3 SOM was

i BadSomFlag _ received in the middle of a

E: previously started message, or a

e 82 niosec) packet to =tart a message was

PacketSequence received without the S0OM flag set.

I
|
I (IRSS Infoses)
L

i : . . Ee :
«CORBATypedets " Sl ID,—‘ng L ¢ D\

~ Channelld , MakPal:ke‘tSlzeExceeded One or more packets exceeded
(IRSS) | (RSS Infasec) the max packet size.

3
CORBASHUC:
Packet : =Y
[IRES Infozec)  =CORBAExceptions
MaxPayloadSizeExceeded The ertire pavyload exceeded the
[(IR=Z% Infosec) ma: payload size.

Ay
<CORBASEyUEnCE:

ot

0. 0.1
+paylaad +hypass

zCORBASeqUence:
OctetSequence
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Cryptographic Channels - Client

Clierts provide the [RES: Infosec: CryptographicConsumer interface. The IRSS uses this Flowe control may be employved inthe interface to the IRSS, A
interface to push data to a cliert after a transform operation successfully completes. Flosw client can be flovy paused after pushing a packet to the IRSS:
control iz not emploved in the intetface to the cliert. Any buffering needed as part of an Infozec:: CryptographicChannel if that packet fills the gueues
overall system flowe control protocol must be implemented within the client. managed by the IRS=. The Control=ignals interface is the
[ mechanism that the RSS uses to notify a client that flowse can
| ONCE SGSIN resume.
I
«CORBAINterface:s |
CryptographicConsumer #CORBAINterface:s
(IRZS Infosec) ControlSignals
[IRSS Infozec)

+PuzhStream channel ; Channeld, =om : boolean, eom ; boolean, streamPacket © Packet 1 vaoid
+PuzhPackets] channel : Channelld, payload : PacketSequence | ; woid +FlowwResumel channel : Channeld 1 void
- ) "
P

- !

# e
p # «CORBASequUence:s
«CORBATypedets PacketSequence

Channelld (IR5E Infosec)

(RSS) inces: : long [0.#]
Fd
-~
2 1 xr 3’-
#CORBAStrUCt:

~ Packet
[IRSS Infozec)

+oavyload +hypass

#CORBASEqUENCE:
OctetSequence
(CF)
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Cryptographic Channels

Two-Sided Port Diagram

Secure WF
Clients

Cryptographic
Subsystem

IRSS::Infosec::ChannelMgmt »
channel_mgmt_provides_port

IRSS
Management
Service

IRSS::Infosec::CryptographicChannel
encrypt_provides_port

[ ] » |
| | g
™ IRSS::Infosec::ControlSignals I
I::‘ encrypt_flow_control_uses_port ::I
Ll
-

IRSS::Infosec::CryptographicConsumer
decrypt_uses_port

IRSS Infosec
Device

IRSS Infosec
Device

|71 IRSS::Infosec::CryptographicConsumery [ |
| | encrypt_uses_port g

IRSS::Infosec::ControlSignals »
decrypt_flow_control_uses_port

|1 |IRSS::Infosec::CryptographicChannel [
| decrypt_provides_port [

INNOVATION

Unsecure
WEF Clients

One-Sided Port Diagram

IRSS
Management
Service

™ IRSS::Infosec::ChannelMgmt
| ™ channel_mgmt_provides_port

IRSS Infosec
Device

IRSS::Infosec::CryptographicChannel
encrypt_provides_port

IRSS::Infosec::ControlSignals
encrypt_flow_control_uses_port

IRSS::Infosec::CryptographicConsumer g [ |
encrypt_uses_port gl

[ ]

| |

g |RSS::Infosec::CryptographicChannel
[ decrypt_provides_port

IRSS::Infosec::ControlSignals »
decrypt_flow_control_uses_port

IRSS::Infosec::CryptographicConsumer,
decrypt_uses_port

Unsecure
WEF Clients
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INFOSEC Module:
TRANSEC Channels
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TRANSEC Channels

Used to cover the means of information transfer, not the
iInformation itself

Includes support for:

— keystream generation — returns a sequence of bits, based on a seed,
used by the waveform to manipulate a transmission

— TRANSEC encryption/decryption — interface functions similarly to
encryption, in that information is provided, manipulated by the
cryptographic application, and returned.

Seed is optional

— If provided (typical case), used to start a TRANSEC request (e.g.
keystream generation) or for a one time TRANSEC request

— If not provided, used to continue a TRANSEC request

Slide 27
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TRANSEC Channels

Seed iz optional. If one iz provided, the cryptographic subsystem uses the seed to start a nesw keystream ar uses the seed for a one time
keystream generation. If not provided, the cryptographic subsystem continues a previously started keystream.

Seeds are passed to the IRSS as OctetSequences. However, a seed is not necessarily an integer multiple of 8 bits. Therefore, the number of
zeed hits must be passed to the IRSS as a separate parameter.

[

|

#CORBAINterfaces
TransecChannel
(IRS%Infosec)

+EncryptTranzec] channel : Channelld, seed : Octet=equence, numZeedBits | unsigned long, inout pavload : OctetSequence ) waid

+DecryptTranzect channel . Channelld, seed | OctetZequence, numSeedBits © unsigned long, inowt payload : OctetSequence ) woid
+GenerateleyStream channel : Channelld, seed : OctetZequence, numSeedBits | unsigned long, numkeyStreamBits | unsigned long ) : OctetSequence
+GetvaxPavioadsizel channel : Channeld ) unsigned long

-
- -
-~ .
—
-

i A \
«CORBAException: é%@_fi_)ﬁlﬂﬁfxceptiun» .gf_E‘ZDHE.-'l.Exceptiun» ;. ;%'C_:&:]RB.&.ExceptiDn» +CORBASEqUEnces < CORBATypedats
BadTransecSeed InvalidChannelld MaxPayloadSizeExceeded | |Configurationinactive OctetSequence Channelld
(IRSS Infozec) (IRS5) [IRSS Infozec) (RS [CF) [IRS=)

| I |
| |
| |

The zeed provided does The channel I Th i an attempt was made to use a
not contain at least supplied is not & walid ERRyloa TRAMSEC channel that does not

i exceeded the max : ; :
ggtrg-SeedBrts of zeed TRAMSEC channel Id. payload size. have an active configuration
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Secure WF |

TRANSEC Channels

Two-Sided Port Diagram

Cryptographic
Subsystem

IRSS
IRSS::Infosec::ChannelMgmt IRSS Infosec j | RSS:Infosec: TransecChannel [ Unsecure

Clients |
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channel_mgmt_provides_port Magage.ment Device transec_channel_provides_port || WEF Clients
ervice

One-Sided Port Diagram

IRSS
Management 14
Service

IRSS::Infosec::ChannelMgmt D
channel_mgmt_provides_port

Unsecure
WF Clients

IRSS Infosec j‘ IRSS::Infosec:: TransecChannel [~
Device transec_channel_provides_port |
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TRANSEC Channels - Usage
_alzm

|1 CreateTransecChannel(cryjptoModuleld, endpaintid, transecApp, HALF_DUPLEX)

Via ChannellMgmt inteface:

1) Create a Transec channel. This allocates the
cryptographic resources and returns the channel Id to - 2 transecChild
Luse,

I AddTranzecConfigurationitranzecChld, cfg)
3- 6) Add and activate the Transec configuration 4 enchecCigd
|:'__

Via BypassChannel inteface:

7-8)PT side hypasses the

transecChld to CT side using a (previously created)
hypass channel.

=3 ]
i PushBypass(bypassCf&I‘dt tranzecichid)

]
]
]
]
]
]
]
5 ActivateConfiguration(tr ahsecCiold, data) |
]
]
]
]
]
]
|

Via TransecChannel inteface: 3 PushEﬂypass(transecChldl n
9-10) Getthe max payload size for the channel. 5 GethaxPayloadSizeltranzedChid)
Packets to be encrypted / decrypted via this channel
cannot exceed this max size. 10: ma paylosd size

11: EncryptTranzecitransecChld, seed, numBits, ptData)

11) Encrypt a packet, passing in seed and number of
seed bits. The algorithm is initialized with the seed. 2 EncryptTransecitransecCHld, empty, 0, ptData)

12) Encrypt another packet passing in an empty seed 3 DecryptTranzeciiranseclhid, seed, numBits, cthata)
sequence and numSeedBits of 0. This will continue
processing without re-initializing the algarithm.

4: DecryptTransecitransecChld, empty, O, ctData)

15 E T 1 Chld ¥} Eit Dt
13-14) Decryptinstead of encrypt. Similar to steps neryptTranseciiransecthid, ssed, numsits, pibata)

11 and12.

18) Encrypt another packet while specifying a seed.
This will re-initialize the algarithm again.
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Bypass Module:

Bypass Channels
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Bypass Channels

Used to bypass control traffic through the security
subsystem in platforms with multiple security domains

Bypass channel are unidirectional
— Allows for direction dependent policy enforcement
— Create two channel for bypass in both directions

API defines Channel and Consumer interfaces for both the
IRSS and waveform clients

— Clients (on one side) invoke push
operations on the IRSS to initiate a
bypass request

— IRSS (on the alternate side) invokes Crypto Module
push requests on the clients to complete ’
the request

Flow control is not defined in either

interface

— Bypass traffic is expected to be low data
rate.
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Bypass Channels

The Radio Security Service provides the IRSS: Bypazs: Channel interface. Wavetorms use the interface to push bypass messages through the
crypto module. Bypass traffic iz expected to be low rate, and therefore, flow control iz not buitt into the interface. Howewer, there =till exists &
‘max bypazs size allowed for any given bypsss message. The | |nterfar..e provides an accessor for waveform clients to query the max bypass
size. Mote that this max bypass size represents physical system limitations and not bypass policy restru:tu:un:? [az enforced by the cryptographic
subayatem), which wil likely be less than the physical system limitations.
-
-

-
+CORBAE i
- _inf:' Imc;mp{l?ﬂf The channel id
#CORBAINerfaces: Rl nanne specified i= not &
Channel : (IRZZ) mrd bypass
(IRSS BEypass) channel id

+PuzhBypaszz( channel . Channelld, bypazs - Octetzequence ) woid |
+zethlaxBypassSizel channel . Channeld 1 unsigned long WBAEXCEWDH» _
E!akﬁrpassﬁlzeExceeded » The mex bypass

7 : (IRSS Bypass) SiTE Was
s \ exceeded

P
i ']
ZCORBATYpedef: CORBASeqUence: -
Channelld OctetSequence ‘:ﬁlﬁéﬁEAEXCEpﬁDn» the requested
[IRZZ) [CF) PolicyViolation —”-;?;f?g"f“?‘””
; W = asE
™ N n (IRSS Bypass) s Tl:;lr'tl"'la?lp
- f channel.
#CORBAINterface:
Consumer
[IRSS Bypass)

+PuzhBypaszz( bypass  OctetSequence ) woid

D

Wiaveform clients provide the IRSS: Eypaszs Conslimer
interface. This interface allowes the Radio Security
Service to push bypass messayes to a waveform client.
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Secure WF
Clients

IRSS::Control::ChannelMgmt

Bypass Channels

Cryptographic
Subsystem

IRSS

channel_mgmt_provides_port

IRSS::Bypass::Channel

Management
Service

pt_bypass_provides_port

IRSS::Bypass::Consumer

IRSS Bypass
Device
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pt_bypass_uses_port

IRSS Bypass
Device

—

IRSS::Bypass::Consumer

||

ct_bypass_uses_port

IRSS::Bypass::Channel

> |

—

| =

ct_bypass_provides_port
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Bypass Channels - Usage

Via ChanneMagmt interface: X ] i
1 - 2) The PT side WF component creates e CreateEiypaSSChanneI(cLyﬁ)mMnduleld, ptSide, ciSice)
a bypass channel for PTto CT hypass. 20 ptToCtChid

5-6) The PT side WF component creates = ]
a bypass channel for CT1o PT bypass. 3t GethMaxBypassSize(ptToCtChid)

|

|

|

|

|

|

I

4. max bypass size |

Via Bypass Channel interface: = | :
3- 4) Before pushing a bypass message, ot CreateBypassChannel(crisptomoculeld, ctSide, ptSide)
the waveform must query the max bypass & ctToPtld |
size from the IRSS. This size cannot be = i
exceeded by any one bypass message. 71 PushBypass{ptToCtChld, :-:tTc-PtId) :
7) The PT side WF pushes a hypass |
message to the PT side IRSS instance & PushBypass(ctToPtid) = |
with the ctToPtld.

Via Bypass: :Consumer interface
8) The IRSS pushes the bypass
message to the CT side WF.

| _El: GethlaxBypazsSizelctToPtl

Via Bypass. . Channel interface:
9-10) The CT Side WF component X

queries the max hypass size 111 PushBypassict ToPChid, byps
11) The CT side WF pushes a hypass
message to the CT side IRSS instance.

2 PushBypaszss(hypass)

Via Bypass: :Consumer interface
12) The IRSS pushes the hypass
message to the PT side WF.

Via ChannelMgmt interface:

13-16) The bypass channels are ] Degtr.;-,ac:hanne|(ptTc.ctcr1dh
destroyed
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landA Module:

landA Channels/Random Interface
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landA Channels/Random Interface

 Used to provide security services to clients
— Hash generation
— MAC generation/verification
— Signature generation/verification
— Random number generation

e landA Channels
— Common base interface for pushing data to the security subsystem
— Unique derived interfaces for querying results

« Random Interface
— Used to generate random numbers

— Supports two modes:

» True random: uses unpredictable (e.g. noise) conditions to generate
random number sequences

» Pseudorandom: seed based algorithm for generating repeatable random
number sequences
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landA Channels

The channel Id specified iz not a walid A client made an attempt to push
channel Id or not the right type of channel data that exceeded the maximum
far the operation being requested. allovwable size.

\ i
«COREASeqLUENCE: “CORBATypedets ’»‘é@:ﬁRBAException» 4CORBAExceptions
OctetSequence ‘Channelld ' InvalidChannelld Ql_éxﬂataﬁlzeExceeded

Abstract base interface that slioves (CF) (RE5) (IR5E) (IRSS Janda)
clients to push data to the RES. Data
is pushed in chunks not to exceed n -
the maximum data size as defined by | 2k
GethaxDataSizel). -
I the system iz nat inthe correct the signature given is not

«CORBAINterface:s state to complete the operation. the right sizefformat.

Channel For example, data has not yet

Concrete interface that allows a client (RSS landd been pushed to g;snerate a resut. !

to use a channel for generating hashes. J
pﬁ;rl]'ﬁ_g ;"a{'h;eg;?;'?oabgaﬁ:s'::;Lat:';r +PushDatal channel : Channelld, data : CctetSequence 1 woid — )
Ren +GethaxDataSizer channel : Channelid 1 : unsigned long 2CORBAE Ception:
: 3 e o «CORBAExceptions
+Reset channel | Channelld )@ vaid InvalidState
‘ll'il!alidSlgnature

|
(IRSS Janda) (RSS landa)
| ™
«CORBAINterfaces P *
HashChannel !
(IRSS landA) Concrete interface that allows a client to «CORBAIMerface:
generste a signature. A client can retrieve SignatureVerificationChannel
2 3 & signature after pushing all the data to be
+GetHashi channel : Channelld ) OctetSequence signed ta the RS, (IRSS landa)
b} +lzSignature’/alic channel . Channelld, signature : OctetSeguence ) © hoolean
LY

«CORBAInterface» «CORBAINerfaces Concrete interface that allovws & client to
SignatureChannel MacChannel verify a signature. A client can verify a
signature after pushing all the data to be
RSS landd) (RSS1an0s) zigned to the IRSS. & client passes the
ignature to match to the RSS and oet
+GetSignature channel : Channelld ) @ COctetSeguence +ethact channel : Channelld ) CctetSequence tsr:genre;{‘ﬁ \.-Diant]hecISSDignaetureVaalig(jg =
+zhacyalid! channel : Channeld, mac : OctetSeguence ) boolean aperation.
| - 7 L
- s
I - ! ~
- ; ~
Y = ; 4
#COREAE Cceptions [« CORBAE xception:

the system is not in the correct = =
state to complete the operation. For - —  InvalidState to compute and werify & MAC. A4 client can retrieve a InvalidMac the mac given is not

example, data has not yet been (RSE JandA) MAC after pushing all the data to the IRSS or a client (RS landa) the right size/format.
puzhed to generate & result, can verify & mac by passing in the mac to match,

Concrete interface that allows a client to use a channel
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Random Interface

Thiz interface can be uzed to generate true random
numbers (via GetRandom() 1 or pzeudo random number
uzing & zeed (via GetPzeudoRandom() 1

|

I
CORBAINterface:

Random
(IRZS lands)

+etPseudoRandom zeed ; unzigned short, numBytes ;. unsigned short 1 Octetzeqguence
+etRandom numBytes | unzigned short 0 Octet=equence

s
2CORBASegUEnCE:

OctetSequence
(=F)
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landA Channels - Usage

' WF - PT Side

Via Channelgmt interface: :

1-2) Create a Hash Channel.
This allocates cryptographic
resources forthe hash function

and returns the channel [d to .
USE. : 3tMa:-:DataSize[hashChin_nelld)

| |
1: CreateHashChannal(cryptoboduleld, Endp:Eimld, hazhalgarithmld)

2 hashChanneld
|:'__ —_— — — —

4. maxDatasize
Via HashChannel interface: - T

3-4) Getthe max data size for the ,L
|
|
|

channel. Data packets pushed loop J

to the channel cannot exceed [wehiile more data)]
this max size. 5: PlghDatalhashChannelld, data)
51 Loop to push the data to be
hashed to the IRSS using the
channel Id returned in step 2.
6-71When all the data has been

pushed, the hash results can be
retrieved. . FetHashihazhChannell
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Protocol Module:
Protocol Interfaces
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Protocol Channels

 Used to exchange protocol messages with a cryptographic

application (CA)
— Generic messaging API

— Message definition is protocol dependent
» Appendices will define the format for a specific protocol

— Example, used to support an IKE protocol

e API defines Channel and Consumer interfaces for both the

IRSS and waveform clients, respectively

— Clients invoke push operations on the
IRSS to send messages to the CA

Crypto Module

— The CA invokes push operations on Command [

—>

the clients to send messages to the
J Response <

-

waveform

CA
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Protocol Channels

WE Clients use the IRSS:Protocol: Channel interface to
push protocol commands 1o the IRSS.

Li

I
«ZORBAINterfaces:
Channel
[IR==.Protocal)

ﬁﬂ_ﬁiﬁﬁa;&ExcemiDn» T 0
L e channe
>EEtEannelld specified is not & valid
IR=Z] protacal channel 0.

+PuzhhMeszagel channel : Channelld, message : OctetZequence 1 void

«CORBAException:
InvalidMessage
(IRSS Protocol)

the WF client passed a
command that iz nat valid
for thiz protocol or is not

[«CORBATypedets
Channelld
(RSS)

CORBASeqUence:
OctetSequence
[CF)

valid at this time.

-3
x - «CORBAExceptions
-'ﬂmhcqyn'medhﬂessage 1 _the'WF client pazsed a

/  (RSSProtocol) command that is not
/ - recogized by the RSE.

5 !
#CORBAINterfaces:
Consumer
[IR=S Protacal)

+PushMeszagel channel : Channelld, message | OctetSequence ) woid
T
I

W clientz provide the IR=S::Protocol;: Consumer
interface. The IRSS uses thiz interface to push
protocol status to the client.
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Protocol Channels
Two-Sided Port Diagram

Secure WF
Clients

Cryptographic
Subsystem

IRSS::Infosec::ChannelMgmt )
channel_mgmt_provides_port

IRSS
Management
Service

IRSS::Protocol::Channel )
pt_protocol_provides_port

™ IRSS::Protocol::Consumer [
.

pt_protocol_uses_port
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IRSS Protocol
Device

IRSS Protocol
Device

IRSS::Protocol::Consumer )
ct_protocol_uses_port
' IRSS::Protocol::Channel
ct_protocol_provides_port

Unsecure
WEF Clients

One-Sided Port Diagram

IRSS
Management
Service

' IRSS::Infosec::ChannelMgmt
channel_mgmt_provides_port

IRSS Protocol
Device

IRSS::Protocol::Channel
protocol_provides_port

IRSS::Protocol::Consumer
protocol_uses_port

» |
g

Unsecure
WEF Clients
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Protocol Channels - Usage

W - PT Side

Via the ChannelMagmit interface:

1-2) Create a protocol channel. This
initializes the protocol for that channel
using the specified protocal ID and
returns a channel ID to use.

Via the Frotocol:Channel interface:

3) Send a protocol message to start an
[KE session. The client specifies the
Diffie-Hellman group numberto use for
the session.

Via the Frotocol . Consumer interface;
41The IRSS pushes the results of the IKE
initiation in a protocol status message.

51 the client exchanges key parameters
with its remote IKE peer.

Via the Frotocol:Channel interface:

B-71 The client sends the key parameters
to the IRSS and requests the deriviation
of keys.

Via the Protocol Consumer interface:
) The IRSS returns the resulting key lds

to the clientin a protocol status message.
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: 1: CreateProtocolChannellcryptotdoduleld, enfipuintld, UMUSED _EMDPOINT _ID, IPsecPratocollc

2 protocolChanneld

L

h_l_

==

f‘lr‘: PushMessagelprotocolChanneld, "DHY alug,

2. Exchange Key Parameters with the IKE pe

|

==

h_

e

&

G PushiMeszageprotocalChannelld, "Star‘tlke$essinn: DHGroupMumber™

Mi, lkeSessionld™)

Er

6. PushMessagelprotocolChannelld, "SetHE'i-'Parameters: KEr, Mr, A1, 5P, ZPIr, lkeSessionld™)

-
7. PuzhMeszageprotocolChannelld, "Deriveleys™

b PushiMeszageprotocolChanneld, "Keylds: D1, .., IDR™
|
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Questions?
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