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TERMS, CONDITIONS & NOTICES

This document has been prepared by the Spectrum Sharing Committee Work Group 1 (Operational
and Functional Requirements) to assist The Software Defined Radio Forum Inc. (or its successors
or assigns, hereafter “the Forum”). It may be amended or withdrawn at a later time and it is not
binding on any member of the Forum or of the Spectrum Sharing Committee Work Group 1
(Operational and Functional Requirements).

Contributors to this document that have submitted copyrighted materials (the Submission) to the
Forum for use in this document retain copyright ownership of their original work, while at the
same time granting the Forum a non-exclusive, irrevocable, worldwide, perpetual, royalty-free
license under the Submitter’s copyrights in the Submission to reproduce, distribute, publish,
display, perform, and create derivative works of the Submission based on that original work for
the purpose of developing this document under the Forum's own copyright.

Permission is granted to the Forum’s participants to copy any portion of this document for
legitimate purposes of the Forum. Copying for monetary gain or for other non-Forum related
purposes is prohibited.

The Forum draws attention to the fact that it is claimed that compliance with this specification may
involve the use of a patent ("IPR"). The Forum takes no position concerning the evidence, validity
or scope of this IPR.

The holder of this IPR has assured the Forum that it is willing to license all IPR it owns and any
third party IPR it has the right to sublicense which might be infringed by any implementation of
this specification to the Forum and those licensees (members and non-members alike) desiring to
implement this specification. Information may be obtained from:

QUALCOMM Incorporated
5775 Morehouse Drive
San Diego, CA 92121

Attention is also drawn to the possibility that the Forum shall not be responsible for identifying
any or all such IPR.

THIS DOCUMENT IS BEING OFFERED WITHOUT ANY WARRANTY WHATSOEVER,
AND IN PARTICULAR, ANY WARRANTY OF NON-INFRINGEMENT IS EXPRESSLY
DISCLAIMED. ANY USE OF THIS SPECIFICATION SHALL BE MADE ENTIRELY AT
THE IMPLEMENTER'S OWN RISK, AND NEITHER THE FORUM, NOR ANY OF ITS
MEMBERS OR SUBMITTERS, SHALL HAVE ANY LIABILITY WHATSOEVER TO ANY
IMPLEMENTER OR THIRD PARTY FOR ANY DAMAGES OF ANY NATURE
WHATSOEVER, DIRECTLY OR INDIRECTLY, ARISING FROM THE USE OF THIS
DOCUMENT.
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Recipients of this document are requested to submit, with their comments, notification of any
relevant patent claims or other intellectual property rights of which they may be aware that might
be infringed by any implementation of the specification set forth in this document, and to provide
supporting documentation.

This document was developed following the Forum's policy on restricted or controlled information
(Policy 009) to ensure that that the document can be shared openly with other member
organizations around the world. Additional Information on this policy can be found here:
http://www.wirelessinnovation.org/page/Policies_and_Procedures

Although this document contains no restricted or controlled information, the specific
implementation of concepts contain herein may be controlled under the laws of the country of
origin for that implementation. Readers are encouraged, therefore, to consult with a cognizant
authority prior to any further development.

Wireless Innovation Forum ™ and SDR Forum ™ are trademarks of the Software Defined Radio
Forum Inc.
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Requirements for Commercial Operation in the U.S. 3550-
3700 MHz Citizens Broadband Radio Service Band

1 Scope

This document specifies the requirements for commercial operations in the 3550-3700 MHz band
in the United States. The requirements are based on Federal Communications Commission (FCC)
rules adopted in the 2015 (FCC 15-47 [1]) and 2016 (FCC 16-55 [7]) Orders in FCC docket GN
12-354, “Amendment of the Commission’s Rules with Regard to Commercial Operations in the
3550-3650 MHz Band”. The CBRS-specific rules themselves are codified in Part 96 of Title 47
the U.S. Code of Federal Regulations [2]. The FCC’s Part 96 rules will hereafter be referred to as
“the FCC Rules,” “the Rules,” or “Part 96,” and reference to specific items in the rules will be
given in the form of, for example, 96.15(a)(1) if from Part 96. If the reference is to a different
rule part, the reference will be of the form 47 CFR 2.106, which refers to Title 47 of the Code of
Federal Regulations, Part 2, section 106.

The document defines the requirements on the Spectrum Access System (SAS), Citizens
Broadband Radio Service Device (CBSD), End User Device (EUD), Priority Access License
(PAL), and General Authorized Access (GAA) equipment in order to define the necessary
operation and standards interface between such equipment to effect a properly functioning
spectrum sharing environment in the 3550-3700 MHz band.

To assist the reader, we include below the SAS Functional Architecture with defined interfaces.

FCC Databases

Informing
Incumbent

« == « SAS-Userinterface

" == « SAS-SAS Interface

Incumbent Detection
(ESC)

Domain Proxy

Element Management
System (EMS) (optional)

CBSD
Sensing
(optional)

Figure 1: SAS Functional Architecture

Copyright © 2017 The Software Defined Radio Forum Inc.
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Acronyms:

ESC: Environmental Sensing
Capability

CBSD: Citizens BroadbandRadio
Service Device

SAS: SpectrumAccess System

Notes:

+ A SAS maynotneedto support
allinterfaces.

+ Each CBSD domain may
optionally include some sensing
capability (including possibly an
ESC).
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2 Definitions and Abbreviations

The Wireless Innovation Forum Spectrum Sharing Committee (SSC) leverages the definitions
provided by the FCC from their Title 47 Part 96 rules. These definitions are also available at
reference [3].

2.1  Wireless Innovation Forum Definitions
This document uses these additional definitions:

CBSD-ID: The system-wide unique identifier for registered CBSDs.

CBSD Group Identifier (CGI): An identifier used to allow one or more registering CBSDs to
identify as a group that the CBSD User for those CBSDs has established.

CBSD User: The registered entity that has operational responsibility for the CBSD.

Cluster List: The set of CBSDs, identified by their CBSD-IDs, that define a PPA. The PAL
Holder provides this Cluster List to the Managing SAS. These are the CBSDs that provide
service and coverage within the claimed PPA.

CPI: Certified Professional Installer: Any individual trained and currently validly certified from
an accredited CPI Training Program based on the relevant Part 96 rules and associated technical
best practices for the Citizens Broadband Radio Service (CBRS).

CPI Accreditation Standard: Standard defining how a CPI Training Program Administrator can
be accredited to run a Certified Professional Installer (CPI) Training Program. The CPI
Accreditation Standard includes a curriculum standard defining the requirements necessary for
trainees to be certified as a Certified Professional Installer. The CP1 Accreditation Standard
includes a requirement for an objective certification test to be administered by a program
administrator as part of the CPI Training Program. Passing this test is a prerequisite for an
individual to be considered a Certified Professional Installer.

CPI Accrediting Body: Entity that accredits a CPI Training Program Administrator to offer a CPI
Training Program based on the CPI Accreditation Standard. This entity must be independent
from CPI Training Program Administrators.

Certified Professional Installer Device Information (CPIDI): The body of information required
to be entered by a CPI to register a valid CBSD with a SAS for installation and to allow for
spectrum grant requests and transmission pursuant to Part 96 rules, industry standards, or SAS
specific requests.

Certified Professional Installer Registration Identification (CPIR-1D): The unique identifier
provided by the CPI Accrediting Body through the CPI Training Program to CPIs who are
validly and currently certified and registered as CPIs.

Certified Professional Installer Training Program: A required training curriculum contained in
a valid program, as defined by the CPI Accrediting body, for certification of a CPI. Such

Copyright © 2017 The Software Defined Radio Forum Inc. Page 2
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curriculum may have mandatory (such as Part 96 and rules based requirements) and optional
components (such as industry best practices or manufacturer or SAS specific training).

CPI Training Program Administrator: Entity such as a network equipment operator, an
equipment vendor, a SAS administrator or a 3rd party training organization that develops a
Certified Professional Installer (CPI) Training Program, gains accreditation, administers the
objective certification test and maintains certification records.

Domain Proxy: An entity engaging in communications with the SAS on behalf of multiple
individual CBSDs or networks of CBSDs. The Domain Proxy can also provide a translational
capability to interface legacy radio equipment in the 3650-3700 MHz band with a SAS to ensure
compliance with Part 96 rules.

Managing SAS: The SAS that administers a PAL and serves the CBSDs that form the Cluster
List of a PPA registered to a PAL Holder that is authorized to use that PAL. This Managing
SAS is the SAS which accepts, checks, and validates a PPA claim and which issues a PPA-ID
for a valid PPA, and which shares the PPA-ID and the PPA vertex points with all SASs.
Subsequently, the Managing SAS serves the CBSDs on the PPA Cluster List. The Managing
SAS also serves CBSDs using GAA grants and their CBSD Users.

Maximum Allowable PPA Contour Method: The FCC mandated contour calculation method that
defines the maximum allowable size of a PPA. This is based upon the modeled calculated
coverage of the CBSDs on the PPA’s Cluster List, the CBSDs’ maximum allowable EIRPs, the
CBSDs’ antenna heights and antenna parameters, the RF propagation model, and a-96 dBm/10
MHz coverage threshold.

Non-Public Registration Data: CBSD registration data that would allow one to identify a
licensee and must [shall] therefore be obfuscated pursuant to FCC Requirement 96.55(a)(3).

UR-ID: User Registration ID. The system-wide unique identifier for Registered Users of the
CBRS; these may be CBSD Users or PAL Holders.

PAL-ID: The system-wide unique identifier for a PAL.

PAL Database: The system-wide accessible database that allows the look-up of a PAL boundary
and PAL ownership based upon the PAL-ID.

PAL Holder: The registered entity who has legal rights to make PPA claims under the
registered PAL.

PPA-1D: The system-wide unique identifier for a PPA.

PPA Database: The system-wide accessible database that allows the look-up of a PPA boundary
and associated PAL information based upon the PPA-ID.

Public Registration Data: Data that SAS Administrators must share with the public according to
FCC requirement 96.55(a)(3).

Copyright © 2017 The Software Defined Radio Forum Inc. Page 3
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SAS Essential Data: SAS-Essential Data are defined as data shared between any two SASs
which are required to fulfill all SAS functions required by 47 C.F.R Part 96

SMLA: Secondary Market Leasing Agreement. The leasing terms by which PAL rights are
conveyed from a PAL licensee to an eligible lessee.

2.2 Abbreviations

3GPP 3rd Generation Partnership Project
CBSD Citizens Broadband radio Service Device
CGI CBSD Group Identifier

DoD U.S. Department of Defense

ESC Environmental Sensing Capability

EUD End User Device

FCC Federal Communications Commission
FFS For Further Study

FSS Fixed-Satellite Service

GAA General Authorized Access

JSIR Joint Spectrum Interference Resolution
NTIA National Telecommunications and Information Administration

OpenSSRF Open source Standard Spectrum Resource Format
UR-ID User Registration ID

PA Priority Access

PAL Priority Access License

PPA PAL Protection Area

SAS Spectrum Access System

SMLA Secondary Market Leasing Agreement

WBS Wireless Broadband Service (FCC Rules Part 90, Subpart Z)

3 Requirement Organization
Requirements shall be uniquely identified by: R#-<CATEGORY>-<XX>-<Y>. Where

e RO-: Requirements directly from FCC Rules
R1-: Requirements derived from FCC Rules
R2-: Requirements imposed by WINN Forum

e <CATEGORY>

Code Category

SGN SAS General

IPM Incumbent Protection Management

IMZ SAS Interference Management and
Exclusion Zones

Copyright © 2017 The Software Defined Radio Forum Inc. Page 4
All Rights Reserved



WIRELESS

Spectrum Sharing Committee WG1 ’4
&

[INNQVATION CBRS Operational and Functional Requirements cm‘“\
FORUM WINNF-15-5-0112-V2.0.0 WinnForum Standards®
SAD SAS Administration
SPU SAS Requirements for PAL Users
SGU SAS Requirements for GAA Users
ISC Inter-SAS Communication
PAL Priority Access Licensee Requirements
(Leasing, Transfer of Control, etc)
DEV CBSD and EUD Requirements
DPX Domain Proxy
SRR System Registration Requirements
(includes CBSD User, CBSD & Certified
Professional Installer Registration)
ESC Environmental Sensing Capability
CPI Certified Professional Installer

e <XX>: Unique number to identify the requirement

e <Y>:Optional and used to identify subordinate requirements, typically captured in an
alphabetical list following the main requirement number <XX> (e.g., RO-IPM-01-a).

Requirements taken from the FCC Rules are included as “R0” and we attempted to use the
FCC Rules without change. In some instances, the FCC uses “must” or “will” for rules,
which we have included below as a requirement; however, we insert [shall] to indicate we
consider this as a formal requirement.

The following terms are used within this document and should be interpreted as described in RFC-
2119 [Ref-9]:
e SHALL is a mandatory requirement (negative is SHALL NOT)
e SHOULD is recommended requirement /best practice (negative is SHOULD NOT)
e MAY is an optional requirement, i.e. something that is allowed (negative is NEED
NOT)

4 SAS Requirements
4.1 SAS General Requirements (SGN)
R0O-SGN-01: DEPRECATED

R0O-SGN-02: The SAS must [shall] support registration of CBSDs prior to CBSD initial
service transmission. [Ref-2, 96.39]

R0O-SGN-03: The SAS assigns channels for PALs to use. [Ref-2, 96.11, 96.13 & 96.25]
a. The SAS shall authorize 10 MHz channels in the 3550-3650 MHz
frequency band to PAL Holders following a spectrum request. Note: 10
MHz channels shall be contiguous spectrum unless the PAL licensee
agrees to subdivide the spectrum [Ref-2, para 74]
b. The SAS shall not assign more than seven PALS in any given License
Area at any given time.

Copyright © 2017 The Software Defined Radio Forum Inc. Page 5
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c. The SAS must [should] assign multiple channels held by the same Priority
Access Licensee to contiguous channels in the same License Area, to the
extent feasible, and to the extent indicated by the PAL holder and
consistent with the other requirements of the SAS.

d. The SAS may temporarily reassign individual PALS to non-contiguous
channels to the extent necessary to protect Incumbent Users or if
necessary to perform its required functions under subpart F of Part 96 [2].

e. Priority Access Licensees may request a particular channel or frequency
range from the SAS but will not be guaranteed a particular assignment.

f. Contiguous Channels: An SAS must [shall] assign multiple channels held
by the same Priority Access Licensee to contiguous channels in the same
License Area, to the extent feasible.

R0O-SGN-04: GAA users may operate in the 3550-3700 MHz frequency band. [96.11(a)(1)]

PAL channels [in the 3550-3650 MHz frequency band] shall be made available
for assignment by the SAS for General Authorized Access use only in areas
consistent with 96.25 and 96.41(d). [96.11(a)(2)]

a. A CBSD will [shall] be considered to be in use for purposes of calculating
a PAL Protection Area once it is registered and authorized for use on a
Priority Access basis by a SAS consistent with 96.39, 96.53, and 96.57.

e Priority Access Licensees must [shall] inform the SAS if a previously
activated CBSD is no longer in use.

e Any CBSD that does not make contact with the SAS for seven days
shall not be considered in use and will be excluded from the calculation
of the PAL Protection Area until such time as contact with the SAS is
re-established.

b. The default PPA protection contour will [shall] be determined by the SAS
as a -96 dBm/10 MHz contour around each CBSD. The default protection
contour will be calculated based on information included in the CBSD
Registration and shall be determined and enforced consistently across all
SASs.

e The default protection contour is the outer limit of the PAL Protection
Area for any CBSD but a Priority Access Licensee may choose to self-
report protection contours smaller than the default protection contour to
the SAS.

e If the PAL Protection Areas for multiple CBSDs operated by the same
Priority Access Licensees overlap, the SAS shall combine the PAL
Protection Areas for such CBSDs into a single protection area.

c. The PAL Protection Area may [shall] not extend beyond the boundaries of
the Priority Access Licensee’s Service Area.

R0O-SGN-05: SAS interface security [Ref-2, 96.61 & 96.39]
a. An SAS must [shall] employ protocols and procedures to ensure that all
communications and interactions between the SAS and CBSDs are

Copyright © 2017 The Software Defined Radio Forum Inc. Page 6
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accurate and secure and that unauthorized parties cannot access or alter the
SAS or the information it sends to a CBSD.

Communications between CBSDs and an SAS, between an ESC and a
SAS, between individual CBSDs, and between different SASs, must
[shall] be secure to prevent corruption or unauthorized interception of
data. An SAS must be protected from unauthorized data input or alteration
of stored data.

An SAS must [shall] verify that the FCC identification number supplied
by a CBSD is for a certified device and must not provide service to an
uncertified device.

R0O-SGN-06: The purposes and functionality of the SAS include [Ref-2, 96.53]:

a.

b.

To enact and enforce all policies and procedures developed by the SAS
Administrator pursuant to section 96.63.

To determine and provide to CBSDs the permissible channels or
frequencies at their location.

To determine and provide to CBSDs the maximum permissible
transmission power level at their location.

To register and authenticate the identification information and location of
CBSDs.

To retain information on, and enforce, Exclusion Zones and Protection
Zones in accordance with sections 96.15 and 96.17.

To communicate with the ESC to obtain information about federal
Incumbent User transmissions and instruct CBSDs to move to another
frequency range or cease transmissions.

To ensure that CBSDs operate in geographic areas and within the
maximum power levels required to protect federal Incumbent Users from
harmful interference, consistent with the requirements of sections 96.15
and 96.21.

To ensure that CBSDs protect non-federal Incumbent Users from harmful
interference, consistent with the requirements of section 96.17 and 96.21
[Ref RO-SGU-01:(b)].

To protect Priority Access Licensees from interference caused by other
PAL Users and from General Authorized Access Users, including the
calculation and enforcement of protection areas, consistent with section
96.25 [Ref RO-SGU-01:(b)].

To facilitate coordination between GAA users operating Category B
CBSDs, consistent with section 96.35.

To resolve conflicting uses of the band while maintaining, as much as
possible, a stable radio frequency environment.

To ensure secure and reliable transmission of information between the
SAS and CBSDs.

. To protect Grandfathered Wireless Broadband Licensees consistent with

section 90.1307, 90.1338, and 96.21.
To implement the terms of current and future international agreements as
they relate to the Citizens Broadband Radio Service.

Copyright © 2017 The Software Defined Radio Forum Inc. Page 7
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0. To receive reports of interference and requests for additional protection
from Incumbent Access users and promptly address interference issues.

R0O-SGN-07: The SAS shall maintain current information on registered CBSDs, the
geographic locations and configuration of protected FSS locations as set forth
in section 96.17, and the federal Incumbent User Exclusion Zones and
Protection Zones. [Ref-2, 96.55]

a. For registered CBSDs, such information shall include all information
required by section 96.39 and 96.45.

b. SAS Administrators must [shall] make all information necessary to
effectively coordinate operations between and among CBSDs available to
other SAS Administrators.

c. SAS Administrators must [shall] make CBSD registration information
available to the general public, but they must [shall] obfuscate the
identities of the licensees providing the information for any public
disclosures.

d. For non-federal Incumbent Users, the SAS shall maintain a record of the
location of protected earth stations as well as [all the] registration
information required by section 96.17.

R0O-SGN-08: The SAS shall maintain records not pertaining to federal Incumbent User
transmissions for at least 60 months. [Ref-2, 96.55]

R0O-SGN-09: The SAS shall only retain records of information or instructions received
regarding federal Incumbent User transmissions from the ESC in accordance
with information retention policies established as part of the ESC approval
process. [Ref-2, 96.55]

R0O-SGN-10: The SAS shall be technically capable of directly interfacing with any necessary
FCC database containing information required for the proper operation of an
SAS. [Ref-2, 96.55]

RO-SGN-11: The SAS shall process and retain acknowledgements by all entities registering
CBSDs that they understand the risk of possible interference from federal
Incumbent User radar operations in the band. [Ref-2, 96.55]

R0O-SGN-12: SAS Registration, Authentication and Authorization of CBRS Devices [Ref-2,
96.57]

a. An SAS must [shall] register, authenticate, and authorize operations of
CBSDs consistent with this rule part.

b. CBSDs composed of a network of base and fixed stations may employ a
subsystem for aggregating and communicating all required information
exchanges between the SAS and CBSDs. [Note: Related to Domain Proxy
Requirements & R2-SRR-13 & 14].

c. An SAS must [shall] also verify that the FCC identifier (FCC ID) of any
CBSD seeking access to its services is valid prior to authorizing it to begin
providing service. A list of devices with valid FCC IDs and the FCC IDs

Copyright © 2017 The Software Defined Radio Forum Inc. Page 8
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of those devices is to be obtained from the Commission's Equipment
Authorization System. [Note: Related to RO-SRR-01 & -02]

d. An SAS must [shall] not authorize operation of CBSDs within Protection
Zones except as set forth in section 96.15.

e. An SAS must [shall] calculate and enforce PAL Protection Areas
consistent with section 96.25 and such calculation and enforcement shall
be consistent across all SASs.

R0O-SGN-13: SAS Assignment of Frequencies [Ref-2, 96.13c, 96.59]

a. An SAS must [shall] determine the available and appropriate
channels/frequencies for CBSDs at any given location using the
information supplied by CBSDs, including location, the authorization
status and operating parameters of other CBSDs in the surrounding area,
information communicated by the ESC, other SASs, and such other
information necessary to ensure effective operations of CBSDs consistent
with this part. All such determinations and assignments shall be made in a
non-discriminatory manner, consistent with this part.

i.  Upon request from the Commission or a CBSD, an SAS must
[shall] confirm whether frequencies are available in a given
geographic area.

ii.  Upon request from the Commission, an SAS must [shall] confirm
that CBSDs in a given geographic area and frequency band have
been shut down or moved to another available frequency range in
response to information received from the ESC.

iii.  Ifan SAS provides a range of available frequencies or channels to a
CBSD, it may require that CBSD to confirm which channel or range
of frequencies it will utilize.

b. Consistent with the requirements of 96.25, an SAS shall assign
geographically contiguous PALSs held by the same Priority Access
Licensee to the same channels in each geographic area, where feasible.
The SAS shall also assign multiple channels held by the same Priority
Access Licensee to contiguous frequencies within the same License Area,
where feasible.

c. An SAS may temporarily assign PALSs to different channels (within the
frequency range authorized for Priority Access use) to protect Incumbent
Access Users or if necessary to perform its required functions.

R0O-SGN-14: We [the Commission] require[s] that the SAS and the ESC must [shall] not
have any connectivity to any military or other sensitive federal database or
system. Nor shall they store, retain, transmit, or disclose operational
information on the movement or position of any federal systems. The SAS
shall only retain records of information or instructions received from the ESC
in accordance with information retention policies established as part of the ESC
approval process. These policies will [shall] include appropriate safeguards for
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classified and other sensitive data and will be developed by the Commission in
coordination with NTIA and DoD. [Ref-2, 96.63n & para 330]

R1-SGN-01: The SAS must [shall] not collect, track, or store information on End User
Devices or their users without user consent. [Ref-1, para 333]

R1-SGN-02: The SAS shall set CBSD initial transmission authorization time and extend
each reauthorization request according to Part 96.15(a)(4) and 96.15(b)(4).
The signal sent by a SAS to deny reauthorization shall enable the SAS to direct
CBSDs to cease transmission associated with that authorization as soon as
technically possible.

R2-SGN-01: A SAS may request measurement reports from a CBSD, and the measurement
report requested by a SAS shall be consistent with the CBSD measurement
capabilities reported during the registration process.

R2-SGN-02: Any spectrum grants issued to a CBSD, for which the CBSD has not made
contact with the SAS for seven days, shall be considered by the SAS to have
been relinquished. (Related to RO-SGN-04).

R2-SGN-03: For initial certification, SAS shall use the NTIA ITS Irregular Terrain Model
(ITM) implementation?, in point-to-point mode, of the Longley-Rice
propagation model for propagation determination for use in FSS earth station
and ESC sensor protection. Consideration of propagation models, including
hybrid or application-specific models, may advance beyond this initial model.

For initial certification, SAS shall use the ITM mdvar setting of 13 (broadcast
point-to-point).

R2-SGN-04: For initial certification, SAS shall use the propagation models used in the
NTIA 3.5 GHz Exclusion Zone Analyses and Methodology? for propagation
determination for use in PAL Protection Area (PPA) calculations (both -96
dBm contour and -80 dBm PPA calculations) and Grandfathered 3650-3700
MHz Band Licensees. Some parameters for the application of the NTIA model
are FFS. After initial certification, the SAS may use other propagation models.

For initial certification, SAS shall apply the NTIA model for all CBRS
calculations including those outside 3550<=f<=3700 MHz with the following
modifications:

SAS shall determine the most common National Land Cover Database
(NLCD) land category within the protection area (PPA or Grandfathered 3650-
3700 MHz Band Licensee Protection Area). For cases for which the most
common NLCD land category is not “Developed, Low Intensity” (NLCD 2011

INTIA - ITS Irregular Terrain Model (ITM) (Longley-Rice) ( 20MHz-20 GHz):
http://www.its.bldrdoc.gov/resources/radio-propagation-software/itm/itm.aspx

2 NTIA Technical Report TR-15-517 3.5 GHz Exclusion Zone Analysis and Methodology:
http://www.its.bldrdoc.gov/publications/2805.aspx
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Class 22), “Developed, Medium Intensity” (Class 23), or “Developed, High
Intensity” (Class 24), SAS shall use rural as the NLCD_LAND CATEGORY.
For cases for which the most common NLCD land category is “Developed,
Low Intensity” (Class 22), SAS shall use suburban as the
NLCD_LAND_CATEGORY. For cases for which the most common NLCD
land category is “Developed, Medium Intensity” (Class 23) or “Developed,
High Intensity” (Class 24), SAS shall use urban as the

NLCD_LAND _CATEGORY.

SAS shall select the path loss model, from Point-to-Point Irregular Terrain
Model (P2PM ITM) and Extended HATA (EHATA) options, based on
NLCD_LAND_CATEGORY and the CBSD effective antenna height
according to the rules below.

e (CBSD effective antenna height < 200 m and
NLCD_LAND_CATEGORY is urban or suburban, use the maximum
of P2PM ITM and EHATA median basic transmission loss

e CBSD effective antenna height > 200 m, use P2PM ITM.
e NLCD_LAND_CATEGORY is rural, use P2PM ITM.

In the NTIA model calculations, SAS shall base hy on the CBSD [Note: this
contrasts with the NTIA model where hy is the radar]. SAS shall calculate hy
using the CBSD effective height, where effective height is defined in the NTIA
model. For CBSD-to-receiver distances, d, the following interpretation of the
NTIA model shall be employed:

Effective Height Consideration

15km <d 1. The average terrain elevation between 3 km to 15 km from
the CBSD towards the receiver location is computed.

2. The parameter computed above is subtracted from the
h_CBSD + h_CBSD,AMSL to estimate the effective height

3km<d 1.The average terrain elevation between 3 km to d km from the
<15 CBSD towards the receiver location is computed.

2.The parameter computed above is subtracted from the
h_CBSD + h_CBSD,AMSL to estimate the effective height

d <3km Effective height is the same as structure height.

In the above table, h_CBSD is the structure height of the CBSD antenna and
h_CBSD,AMSL is the ground height AMSL at the CBSD antenna location.
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SAS shall calculate hm based on structure height as defined in the NTIA model.
For PPA and Grandfathered 3650-3700 MHz Part 90 protection, hn=1.5m
shall be assumed.

For CBSD-to-receiver distance longer than 3km, the average terrain elevation
is computed by averaging elevations of points sampled along the great circle
path between the CBSD and the receiver based on R2-SGN-08. The elevation
of the CBSD and the receiver is also included in the average.

For CBSD-to-receiver distances, d, outside 1<d<80 km, SAS shall assume
EHATA Extensions as follows (in the following equations d is in km).

e d<=100m
o Use free-space path loss (FSPL)
L.(f,d)=20log,,(R)+20l0g,, f\,, —27.56

where

R(d,h,,h,)=+/(d x1000)? + (h, —h,)?> m

e 100m<d<1km

o Interpolate between FSPL(100m) and median EHATA(1km)

L= (f,d,hy,h,) =L (f,d=0.1km) + (1+log,,(d /1km) )(LEH (f.1km,hy,h)— L, (f,d =0.1km))

e Ford>80km

o Calculate the parameter J according to the law below

J = max[LEH (80000, f, hy, by, dpp, n) — LTM(80000, f, hp, Ry, 0]
o EHATA path loss at distance d becomes
L,""(d, f, hp, by dpp,m) = Lp,"™(d, £, hp, h) + ]

The SAS shall add 15 dB attenuation in all median transmission loss
calculations to every transition between outdoor and indoor
environments, or vice versa.

In scenarios where hp < 20 m, SAS shall use hp,=20 m in EHATA
calculations.

R2-SGN-05: For initial certification, the SAS shall use terrain data® and land cover* only
(i.e., no buildings, etc.), and the terrain and land cover data shall have an

3 https://nationalmap.gov/3dep_prodserv.html (1 arc second 3DEP Seamless DEM)
4 http://www.mrlc.gov/nlcd2011.php
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intrinsic angular resolution of 1 arc second, i.e., intrinsic spatial resolution of
approximately 30 meters for propagation calculations.

R2-SGN-06: For initial certification, the SAS shall assume that data for propagation
calculations specified relative to the NAD83 and WGS84 datum® are
equivalent, and perform no translation between the two reference systems.

R2-SGN-07: Given transmitter and receiver locations, for initial certification, the SAS
propagation calculations shall employ Vincenty’s Inverse Solution [Vincenty®,
sections 3 and 4] to compute the great circle distance and the azimuth from the
transmitter to the receiver. The procedure uses Equation 13, the iterations over
Equations 14-17, 18, 10 and 11, and subsequently Equations 3, 4, 6, 19 and 20
of Vincenty.

R2-SGN-08: For initial certification, the SAS shall choose a great circle path spacing that is
as close to 30 m as possible without exceeding 30 m for R2-SGN-07 calculated
distances up to 45 km for the propagation and path loss calculations. Beyond
45 km, SAS shall use 1500 equally spaced points along the great circle path for
path loss calculations.

R2-SGN-09: Given the transmitter and receiver locations, great circle path distance and
transmitter-receiver azimuth (R2-SGN-07), and desired spacing of points along
the great circle path (R2-SGN-08), for initial certification, the SAS shall
employ Vincenty’s Forward Solution [Vincenty’, section 3] to determine the
latitude and longitude of the points along the great circle path from the
transmitter to the receiver for propagation calculations. The procedure uses
Equations 1-4, the iterations over Equations 5-7, and subsequently Equations
8-11 of Vincenty.

R2-SGN-10: Given the equally spaced points with latitude and longitude calculated in R2-
SGN-09, SAS shall use bilinear interpolation using the elevation at the four
nearest locations in the 1 arc second 3DEP seamless DEM database to yield an
estimate of the elevation at the lat/lon of each equally spaced point.

R2-SGN-11: CBSD Antenna Gain for Aggregate Interference Calculations are FFS

R2-SGN-12: For initial certification, the aggregate interference calculations done by the
SAS shall employ a method more conservative than that calculated by a Monte
Carlo method using 1000 sampling iterations. Each iteration uses interference
realizations from a specified set of interfering CBSDs, determined by drawing
a random contribution from the Cumulative Distribution Function (CDF) of the
interference caused by that CBSD.

5 https://vdatum.noaa.gov/docs/datums.html

6 Vincenty, T., Direct and Inverse Solutions of Geodesics on the Ellipsoid with application of nested equations,
Survey Review, XXIII (misprinted as XXII) (176): 88-93.

7 Ibid
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For the ITM model, the CDF to be used for interference realizations shall be
that given by fixing the confidence parameter at 0.5 and varying the reliability
parameter. Note: this value can be calculated relative to a median value for a
specific path by using the ‘avar’ method in the reference implementation.

For the eHata model, the CDF to be used for interference realizations shall be
that given by the situation-dependent log-normal distribution using a standard
deviation given by equations A-18(a,b,c) in [TR 15-517 ref].

For the NTIA model, the CDF to be used shall be that for the ITM or eHata
model as selected by the criteria for the specific path as set forth in R2-SGN-
04.

A given percentile estimate of the aggregate interference for all nearby
interfering CBSDs shall then be computed by taking that specified percentile
value of the resulting Monte Carlo probability distribution.

Definition: Area-Protection-Reference-Standard

Let a protection area be defined by a set of bounding contours. Define a regular
rectangular sampling grid using a resolution of 400 points per square kilometer
(50 m linear separation on a flat projection of the protection area), centered on
a point at the centroid of the protection area, and at a specified elevation above
ground level, using a reference isotropic antenna integrating over a 10 MHz
bandwidth. Protection points are those points defined by the regular sampling
grid which are in the interior of the protection area.

Protection to this area provided by a SAS aims to ensure that estimated
aggregate interference exceeds that of [R2-SGN-12] at each protection point.
As a result of a conservative SAS estimate, that aggregate interference from
interfering CBSDs is expected to be less than or equal to a specified protection
level for all protection points. Due to variability in approximation methods and
artifacts of terrain, propagation, and statistical models, to fulfill the protection
standard the SAS must show that it succeeds for a specified minimum fraction
of the protection points in the protection area.

R2-SGN-13: Elevation models and other associated geographic data such as land use and
clutter models may advance beyond those required in R2-SGN-05.

R1-SGN-03: The SAS shall coordinate the operation of all Citizens Broadband Radio
Service Devices (CBSDs) in the frequency band 3550 — 3700 MHz. [Ref:
96.11]

R2-SGN-14: SAS ESC Sensor Protection: If an ESC operator requests protection of an ESC
sensor, SASs shall manage CBRS interference such that the aggregate
interference at the antenna output terminal of the protected sensor in 3550-
3650 MHz does not exceed 107 dBm/MHz — PL (Path Loss) + GESC or a
higher level specified by the ESC operator, where PL is defined in R2-ESC-02
and GESC is the main beam ESC sensor antenna gain. [Reference R2-ESC-07]
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R2-SGN-15: SAS-SAS ESC Sensor Information sharing: If an ESC operator requests
protection of an ESC sensor, a SAS shall share with other SASs the location,
height, antenna pattern, and alternate protection level (if any) of the protected
ESC sensor antenna(s). [Reference R2-ESC-07]

4.2 Incumbent Protection Management (IPM)

RO-IPM-01: Protection of Existing FSS Earth Stations in the 3600-3650 MHz Band, the

3650-3700 MHz Band, and the 3700-4200 MHz Band [Ref-2, 96.17]

a. FSS earth stations licensed to operate in the 3600-3650 MHz band listed at
fcc.gov/cbrs-protected-fss-sites shall be protected from CBSD operation
consistent with [the requirements below]. The protections shall only apply
to registered FSS earth stations that are authorized to operate on a co-
primary basis consistent with 47 CFR 2.106.

1

il

i1

FSS earth stations in the 3650-3700 MHz band will be afforded
protection consistent with these requirements only after the
conditions set forth in 47 CFR 96.21(c) are satisfied.

Co-channel: The aggregate passband RF power spectral density at
the output of a reference RF filter and antenna at the location of an
FSS earth station operating in the 3600 — 3700 MHz band, produced
by emissions from all co-channel CBSDs (within 150 km) operating
in the Citizens Band Radio Service shall not exceed a median RMS
value of -129 dBm / MHz. The reference antenna system requires
SAS to calculate antenna gain using § 25.209(a)(1) and
25.209(a)(4), and a reference RF filter between the feed-horn and
LNA/LNB, with 0.5 dB insertion loss in the passband.

Blocking: The aggregate RF power at the output of a reference RF
filter and antenna at the location of an FSS earth station operating in
the 3600 — 3700 MHz band, produced by emissions from all CBSDs
(within 40 km), shall not exceed a median RMS value of -60 dBm.
The reference antenna system requires an SAS to calculate antenna
gain using 8 25.209(a)(1) and 25.209(a)(4), and a reference RF filter
between the feed-horn and LNA/LNB, with a filter mask of 0.6
dB/MHz attenuation to 30.5 dB at 50 MHz offset below the lower
edge of the FSS earth station’s authorized passband, and 0.25
dB/MHz attenuation to 55.5 dB at an offset greater than or equal to
150 MHz below the lower edge of the FSS earth station’s
authorized passband.

b. Registered FSS earth stations in the 3700-4200 MHz band listed at
fcc.gov/cbrs-protected-fss-sites shall be protected from CBSD operation in
accordance [with this section]. Only licensed FSS earth stations used for
satellite telemetry, tracking, and control (TT&C) operations will be
protected under this section. Other licensed 3700-4200 MHz earth stations
may be protected consistent with section 96.17(f)
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Out-of-Band Emissions into FSS: The aggregate passband RF
power spectral density at the output of a reference RF filter and
antenna at the location of a TT&C FSS earth station operating in the
3700 — 4200 MHz band, produced by emissions from all CBSDs
(within 40 km) operating in the Citizens Band Radio Service shall
not exceed a median RMS value of -129 dBm / MHz. The reference
antenna system requires SAS to calculate antenna gain using 8§
25.209(a)(1) and 25.209(a)(4), and a reference RF filter between the
feed-horn and LNA/LNB, with 0.5 dB insertion loss in the
passband.

Blocking: The aggregate RF power at the output of a reference RF
filter and antenna at the location of a TT&C FSS earth station
operating in the 3700 — 4200 MHz band, produced by emissions
from all CBSDs (within 40 km), shall not exceed a median RMS
value of -60 dBm. The reference antenna system requires SAS to
calculate antenna gain using 8 25.209(a)(1) and 25.209(a)(4), and a
reference RF filter between the feed-horn and LNA/LNB, with a
filter mask of 0.6 dB/MHz attenuation to 30.5 dB at 50 MHz offset
below the lower edge of the FSS earth station’s authorized
passband, and 0.25 dB/MHz attenuation to 55.5 dB at an offset
greater than or equal to150 MHz below the lower edge of the FSS
earth station’s authorized passband.

c. These protection criteria will [shall] be enforced by the Spectrum Access
System authorized consistent with section 96.53,[Ref-2] et seq. below.
FSS earth station licensees requesting protection under this Part must
[shall] register with the Commission annually, no later than 30 days before
the end of the preceding calendar year, or upon making changes to any of
the operational parameters listed in this section. Registration information
will [shall] be made available to all approved SASs.

d.

1

il

Annual registration for each earth station shall include, at a
minimum: the earth station’s geographic location (Using NADS3
coordinates); antenna gain; azimuth and elevation antenna gain
pattern; antenna azimuth relative to true north; and antenna
elevation angle; whether the earth station is used for satellite
telemetry, tracking, and control (for earth stations in the 3700-4200
MHz band).

Such information must [shall] be made available to SAS
Administrators and maintained consistent with section 96.55.

CBSDs may operate within areas that may cause interference to FSS earth
stations, in excess of the levels described in RO-IPM-01 (a) & (b), provided
that the licensee of the FSS earth station and the authorized user of the
CBSD mutually agree on such operation and the terms of any such
agreement are provided to an SAS Administrator that agrees to enforce
them. The terms of any such agreement shall be communicated promptly to
all other SAS Administrators.
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f. FSS earth station licensees in the 3600-3700 and 3700-4200 MHz bands
may request additional protection from SAS Administrators to prevent
harmful interference into their systems. SAS Administrators must establish
a process to receive and address such requests, consistent with section
96.53(0) and 96.63 and shall make good faith efforts to address interference
concerns, consistent with their other responsibilities under this Part. In
addressing such requests, SASs shall assume that 3700-4200 MHz earth
stations are utilizing filters with the characteristics described in sections
96.17(a)(3) or (b)(2) as appropriate for the 3600-3700 or 3700-4200 MHz
band.

FSS Receive Filter Response (dB)

—60—~~~--~-~-L

3500 3550 3600 3650 3700 3750
Frequency (MHz)

Figure 2: Filter curve plot for FSS Receive Filter Response vs. Frequency

RO-IPM-02: Protection of Existing Operators in the 3650-3700 MHz Band [Ref-2, 96.21]
a. Grandfathered Wireless Broadband Licensees shall be granted Incumbent
User status consistent with sections 90.1307 and 90.1338.
Notwithstanding this status, Grandfathered Wireless Broadband Licensees
shall not cause harmful interference to federal Incumbent Users and
grandfathered FSS earth stations consistent with the rules governing
Citizens Broadband Radio Service operators in this part.

i.  Incumbent User protections for a Grandfathered Wireless
Broadband Licensee shall only apply within its Grandfathered
Wireless Protection Zone.

ii.  Incumbent User protections for a Grandfathered Wireless
Broadband Licensee shall only apply to Grandfathered Wireless
Protection Zones around base or fixed stations that are registered in
ULS on or before April 17, 2015 and constructed, in service, and
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fully compliant with the rules in Part 90, subpart Z as of April 17,
2016. Grandfathered Wireless Protection Zones will [shall] be
reduced in geographic area and/or applicable frequency range if
portions of the protected network fail to meet the above criteria after
April 17, 2016. Grandfathered Wireless Protection Zones will
[shall] not be defined for subscriber units operated by
Grandfathered Wireless Broadband Licensees, regardless of
whether they have been registered in ULS.

iii.  Grandfathered Wireless Protection Zones must [shall] be registered
in the SAS for these protections to apply.

b. Grandfathered Wireless Broadband Licensees may operate within their
Grandfathered Wireless Protection Zones and operational frequencies
consistent with the technical rules in Part 90, subpart Z, consistent with the
transition period set forth in sections 90.1307 and 90.1338.

c. Grandfathered Wireless Broadband Licensees and Citizens Broadband
Radio Service users must [shall] protect authorized grandfathered FSS
earth stations in the 3650-3700 MHz band, consistent with the existing
protection criteria in part 90, subpart Z until the last Grandfathered
Wireless Broadband Licensee’s license expires within the protection area
defined for a particular grandfathered FSS earth station. Thereafter, the
protection criteria in section 96.17 applicable to FSS earth stations in the
3600-3700 MHz band shall apply.

R1-IPM-01: Protection of Federal Incumbent Users from CBSDs operating in the 3550-
3650 band [Ref-2, 96.15]

a. CBSDs and End User Devices must [shall] not cause harmful interference
to and must accept interference from federal Incumbent Users authorized
to operate in the 3550-3700 MHz band and below 3550 MHz.2

b. The SAS shall only authorize the use of CBSDs consistent with
information on federal frequency use obtained from an approved ESC,
except as provided in this section.

c. For Category A CBSDs, Exclusion Zones shall be maintained along the
Coastline, as shown at ntia.doc.gov/category/3550-3650-mhz. Exclusion
Zones shall also be maintained around federal radiolocation sites as set
forth at ntia.doc.gov/category/3550-3650-mhz. The Zones shall be updated
if and when NTIA notifies the Commission in writing if the list of
protected federal radiolocation sites is updated. Exclusion Zones shall be
maintained and enforced until one or more ESCs are approved and used by
at least one SAS, in accordance with section 96.67. Thereafter, Exclusion
Zones shall be converted to Protection Zones.

i.  Category A CBSDs may be authorized by an approved SAS in
geographic areas outside of Exclusion Zones before an ESC is
approved.

8 The FCC rules do not explicitly state how far below 3550 MHz that federal Incumbent Users must be protected.
However, primary federal allocations extend to 3100 MHz
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ii.  Once an ESC is approved and used by at least one SAS, Category A
CBSDs may only be authorized consistent with information on
federal frequency use provided to the SAS by an approved ESC.

iii.  Category B CBSDs may only be authorized consistent with
information on the presence of a signal from a federal system
provided to the SAS by an approved ESC. [Ref-2, 96.45Db]

d. Within 300 seconds after the ESC communicates that it has detected a
signal from a federal system in a given area, or the SAS is otherwise
notified of current federal incumbent use of the band, the SAS must [shall]
either confirm suspension of the CBSD’s operation or its relocation to
another unoccupied frequency, if available. If the President of the United
States (or another designated Federal Government entity) issues
instructions to discontinue use of CBSDs pursuant to 47 U.S.C. § 606,
SAS Administrators must instruct CBSDs to cease operations as soon as
technically possible.

e. The SAS shall adapt to changes in the Exclusion Zones or Protection
Zones to protect current and future federal Incumbent Users as may be
modified by the FCC.

f. The SAS shall adapt to temporarily changes in Exclusion Zones and
Protection Zones to protect temporary operations by federal Incumbent
Users as may be modified by the FCC. Federal Incumbent Users will
[shall] coordinate with the Commission prior to the beginning of any non-
emergency operation requiring additional protection. Such modifications
will [shall] be communicated to the SAS along with the expiration date
and time of any modification.

R1-IPM-02: Protection of Federal Incumbent Users from CBSDs operating in the 3650-
3700 band [Ref-2, 96.15 & Ref-7 para 64]

a. CBSDs and End User Devices must [shall] not cause harmful interference
to and must accept interference from federal Incumbent Users.

b. Exclusion Zones shall be maintained for an 80 km radius around the
federal radiolocation sites listed in 47 CFR 90.1331 [Ref 4] and 47 CFR
2.106 footnote US 109 [Ref 4]. These Exclusion Zones shall be
maintained and enforced until one or more ESCs are approved and used by
at least one SAS, in accordance with section 96.67. Thereafter, Exclusion
Zones shall be converted to Protection Zones.

c. CBSDs may only be authorized within these Protection Zones consistent
with information on the presence of a signal from a federal system
provided to the SAS by an approved ESC, in accordance with section
96.67.

d. Within 300 seconds after the ESC communicates that it has detected a
signal from a federal system in a given area, or the SAS is otherwise
notified of current federal incumbent use of the band, the SAS must [shall]
either confirm suspension of the CBSD’s operation or its relocation to
another unoccupied frequency, if available. If the President of the United
States (or another designated Federal Government entity) issues
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instructions to discontinue use of CBSDs pursuant to 47 U.S.C. § 606,
SAS Administrators must instruct CBSDs to cease operations as soon as
technically possible (but no more than 300 seconds).

Impacts from CBSD and EUD transmissions shall be managed to achieve an
aggregate interference level at 3550-3700MHz for federal incumbent radars not
to exceed an I/N of -6 dB at the incumbent radar system receiver if its position
is known, or within the possible operating area of the radar system if its
position is not known [NTIA Report 15-517 section 4.3]. In the absence of
other information, a noise figure of 3 dB for the incumbent radar receiver may
be assumed.

Note: SAS management of aggregate interference is for future study.

Note: there is a question in to NTIA regarding the noise level used in Report
15-517. A nominal noise figure of 3 dB was used in the derivation of the R2-
ESC-02.

4.3 SAS Interference Management and Exclusion Zones (IMZ)

RO-IMZ-01:

Citizens Broadband Radio Service operation in the 3550-3700 MHz band is
[shall be] subject to current and future international agreements with Mexico
and Canada. The terms of these agreements shall be implemented by the SAS.
[Ref-2, 96.19]

4.4 SAS Administrators (SAD)

RO-SAD-01:

RO-SAD-02:

SAS Administrators are [shall be] designated by the FCC to provide
nationwide service.

Note: The Commission may, at its discretion, permit the functions of a SAS,
such as a data repository, registration, and query services, to be divided
among multiple entities; however, it [the FCC] shall designate one or more
specific entities to be a SAS Administrator responsible for coordinating the
overall functioning of a SAS and providing services to operators in the Citizens
Broadband Radio Service. [Ref-2, 96.63]

Each SAS Administrator designated by the Commission must [shall]: [Ref-2,
96.63]

a. Maintain a regularly updated database that contains the information
described in section 96.55 [2].

b. Establish a process for acquiring and storing in the database necessary and
appropriate information from the Commission’s databases, including PAL
assignments, and synchronizing the database with the current Commission
databases at least once a day to include newly licensed facilities or any
changes to licensed facilities.
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c. Establish and follow protocols and procedures to ensure compliance with
the rules set forth in this part, including the SAS functions set forth in
section 96.53 [2], et seq.

d. Establish and follow protocols and procedures sufficient to ensure that all
communications and interactions between the SAS, ESC, and CBSDs are
accurate and secure and that unauthorized parties cannot access or alter the
SAS or the information transmitted from the SAS to CBSDs.

e. Provide service for a five-year term. This term may be renewed at the
Commission’s discretion.

f. Respond in a timely manner to verify, correct or remove, as appropriate,
data in the event that the Commission or a party brings a claim of
inaccuracies in the SAS to its attention. This requirement applies only to
information that the Commission requires to be stored in the SAS.

g. Securely transfer the information in the SAS, along with the IP addresses
and URLSs used to access the system, and a list of registered CBSDs, to
another approved entity in the event it does not continue as the SAS
Administrator at the end of its term. It may charge a reasonable price for
such conveyance.

h. Cooperate to develop a standardized process for coordinating operations
with other SASs, avoiding any conflicting assignments, maximizing
shared use of available frequencies, ensuring continuity of service to all
registered CBSDs, and providing the data collected pursuant to section
96.55 [2].

i. Coordinate with other SAS Administrators including, to the extent
possible, sharing information, facilitating non-interfering use by CBSDs
connected to other SASs, maximizing available General Authorized
Access frequencies by assigning PALSs to similar channels in the same
geographic regions, and other functions necessary to ensure that available
spectrum is used efficiently consistent with this part.

j. Provide a means to make non-federal non-proprietary information
available to the public in a reasonably accessible fashion in conformity
with these rules.

k. Ensure that the SAS shall be available at all times to immediately respond
to requests from authorized Commission personnel for any and all
information stored or retained by the SAS.

I. Establish and follow protocols to respond to instructions from the
President of the United States, or another designated Federal government
entity, issued pursuant to 47 U.S.C. 606.

m. Establish and follow protocols to comply with enforcement instructions
from the Commission.

n. Ensure that the SAS operates without any connectivity to any military or
other sensitive federal database or system, except as otherwise required

0. Ensure that the SAS does not store, retain, transmit, or disclose operational
information on the movement or position of any federal system or any
information that reveals other operational information of any federal
system that is not required by this part to effectively operate the SAS.
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R0O-SAD-03: An SAS Administrator may charge Citizens Broadband Radio Service users a
reasonable fee for provision of the services [Ref-2, 96.65]

R1-SAD-01: SAS Administrators to [shall] implement protocols to respond to directions
from the President of the United States or another designated federal entity to
manually discontinue operations of its associated CBSDs in a given area
pursuant to 47 U.S.C. § 606. SAS Administrators must [shall] also implement
protocols to manually discontinue operations of their associated CBSDs in
response to enforcement actions taken by the Commission. [Ref-1, para 268]

R1-SAD-02: SAS Administrators must [shall] develop policies and procedures to ensure
CBRS users accept and acknowledge that they may receive potentially harmful
interference from federal radar systems as a condition of their authorization.
[Ref-1, para 274]

R1-SAD-03: A SAS Administrator shall provide a capability for receiving reports of
exceptional circumstances requiring the attention of the Administrator. A SAS
Administrator shall provide a capability for receiving reports from various
entities of exceptional circumstances requiring the attention of the
Administrator from the following entities:

a. The Federal Government

b. Operators of incumbent Fixed-Satellite Earth Stations

c. Operators of incumbent Wireless Broadband Service stations operating in
the 3650-3700 MHz band

Operators of networks protected by Priority Access licenses

Operators of network equipment licensed by GAA rules

Other SAS Administrators

g. ESC Operators

Such reports shall support communication to the SAS Administrator of the
following exceptional circumstances:

-0 o

h. The report of erroneous data in the SAS database.

i. The report of harmful interference experienced by an incumbent station or
Priority Access licensee which is prohibited by Part 96 rules.

j.  The report of an alternative interference protection relationship between
an incumbent user and CBSDs operating under Part 96 (e.g. an FSS user,
see 96.17(e)).

k. The report of an alternative interference protection relationship between a
network operator protected by a Priority Access license and other CBSDs
operating under Part 96 (see 96.41(d)(1)). Details FFS.

I.  The report by the FCC of an enforcement action, including any action
taken regarding a particular CBSD or group of CBSDs or regarding a
particular CBRS user or group of users.

m. The report by the FCC of a waiver granted to provide an exception to Part
96 rules for CBSDs or other CBRS entities.
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n. The report by the FCC of a waiver which has been granted to a non-CBRS
entity which impacts CBRS operations.

0. The request by an FSS earth station licensee pursuant to 47 CFR 96.17(f)
for additional SAS protection of a licensed site.

When in receipt of such a report of exceptional circumstances, a SAS
Administrator shall provide the full details of such a report to all other SAS
Administrators.

p. Reports originated by the Federal Government shall always be provided to
other SAS Administrators without delay.

g. Reports of alternative interference protection relationships between
incumbents and CBSDs or between Priority Access and General
Authorized Access users shall always be provided to other SAS
Administrators without delay.

r.  Reports leading to corrections in the SAS database shall be communicated
to other SAS Administrators without delay insofar as the correction will
impact previously-communicated information the SAS Administrator has
corrected as a result of the report.

s. Reports of harmful interference may be communicated to other SAS
Administrators in the process of responding to such a report.

The tools provided by a SAS Administrator for the reporting of harmful
interference should provide sufficient information for the reporter of such
harmful interference to follow standardized reporting procedures such as
OpenSSRF formats and the JSIR process. Such tools shall also inform the user
that reports may be acted upon by the FCC.

A SAS Administrator shall respond in a timely fashion corresponding to the
nature of the report of exceptional circumstances, including those of harmful
interference.

Note: FCC actions regarding an ad hoc exclusion zone or an emergency
reclamation of spectrum are addressed in requirement R2-1SC-01.

[Ref-2, 96.17(f), 96.35(e), 96.41(d)(1), 96.41(e)(4), 96.63(f) and Ref-1 para.
37,214, 399]

4.5 SAS Requirements for PAL Holders (SPU)

RO-SPU-01: Each PAL[shall] consist[s] of a single License Area (Census Tract). [Ref-2,
96.25]

R0O-SPU-02: DEPRECATED

RO-SPU-03: Priority Access Licensees may aggregate up to four PAL channels in any
License Area at any given time. The criteria to attribute partial ownership and
other interests for the purpose of applying the aggregation limits are defined in
47 CFR 20.22 (b). [Ref-2, 96.31]
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R2-SPU-01: The following channels are defined for PAL assignments in the 3550-3650
MHz band:

3550 3560 3570 3580 3590 3600 3610 3620 3630 3640 3650

Figure 3: Channels defined for PAL assignments in the 3550-3650 MHz band
[Reference: FCC 15-47 at paragraph 59]

Informative Note: Future studies will examine the relative utility of each
channel for single-carrier and aggregate emissions, in the context of out-of-
band emissions limits, fixed-satellite and Part 90 incumbent protections, and
other considerations.

R2-SPU-02: PAL Registration ID (PAL-ID): Each PAL license shall have a system-wide
unique ID number assigned (the PAL-ID) per census tract and per logical
licensed frequency channel.

R2-SPU-03: PAL Database: SAS Administrators shall cooperate to define and maintain a
database of registered PAL-IDs and associated information that is available to
all SASs.

The PAL database shall contain at least the following information:

e The PAL-ID

e The PAL licensee identity from the auction results.

e The User Registration ID (UR-ID) that corresponds to the above PAL
licensee identity.

e The PAL initiation date

e The PAL termination date

e The FCC license area identifier (e.g. FIPS identification number for a
census tract).

e The FCC frequency channel identity (identification numbers)
corresponding to a 10 MHz frequency channel; this identifier is
independent of the actual frequency allocation.

e The vertex points that define the PAL census tract area boundaries.

e License validity status information on a PAL license.

e Any channel assignment information associated with this PAL

R2-SPU-04: PPA: A PAL Holder shall register a PAL Protection Area (PPA) with the
Holder’s selected Managing SAS. The PAL shall be identified by the PAL-
ID.
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The PAL Holder shall provide the following information to the Managing
SAS:
a. Proof of ownership (or valid lease) of a valid PAL as indicated by the
PAL-ID.
b. A Cluster List of registered CBSDs whose coverage area is within the
PPA.

The Managing SAS shall further register the following information for the
PPA:

c. The user identifier (User Registration ID (UR_ID)).
d. The PAL-ID or PAL-IDs upon which the PPA is based.
e. The list of vertex points that define the PPA boundary.

For each established PPA (and PPA-ID), the Managing SAS shall maintain and
share the PPA boundary with any and all other SASs.

The Managing SAS shall assign a system-wide unique PPA-1D number for
each established PPA.
R2-SPU-05: PPA Database: SAS Administrators shall cooperate to define and maintain a
PPA Database available to all SASs.
The PPA Database shall contain the following information:
e The PPA-ID
e The associated PAL-1D(s)
e The PPA initiation date
e The PPA termination date
e The vertex points that define the PPA boundaries
e Agreed interference level for PALSs if different than -80 dBm/10 MHz
R2-SPU-06: PPA Conflict Resolution: A PPA that conflicts, overlaps or coincides with an

existing PPA record associated with the same PAL shall cause the Managing
SAS Administrator to reject the new PPA.

For PPAs based upon leased PAL rights, it shall be the responsibility of the
licensee to coordinate with the lessee(s) and for such PPA to be made with the
advice and consent of both the owner and the lessee(s).

R2-SPU-07: PAL Owner Validation: The Managing SAS shall have the capability to
validate the rights to a PAL when a PAL Holder claims a PPA. The Managing
SAS shall have the capability to validate PAL leasing and that a lessee is a
valid lessee as per FCC rules and requirements if the PPA is made under the
auspices of a lease on behalf of a lessee.

The Managing SAS shall, via the use of the PAL-ID database, be able to
verify:
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a. The identity and validity of the PAL licensee.

The identity and validity of any subsequent PAL Holder

c. The identity, the lessee pre-registration information and valid eligibility of
the PAL Lessee (if any).

d. The geographic validity of the PPA within the appropriate parent PAL(S).

The identity and validity of the parent PAL(s) based upon the PAL-1D(s).

f.  Any SAS shall be able to access such records from the shared PAL and
PPA databases.

o

@

R2-SPU-08: PPA Tied Back to PAL: The PPA-ID shall be tied back to the parent PAL-
ID(s) such that if any parent PAL License expires or is revoked then the
derived PPA(s) shall also expire. If a ‘child” PPA has more than one ‘parent’
PAL, then if any (one) parent PAL expires, then the whole PPA (the whole
Cluster List that spans more than one PAL) shall also expire.

R2-SPU-09: PPA Cluster List Use: The Managing SAS shall be able to determine if a
CBSD is entitled to the use of a PAL channel by determining if the CBSD is on
the PPA’s Cluster List. This information is used during Spectrum Inquiry
requests and during channel grant process.

R1-SPU-01: The Managing SAS shall allow the PPA Boundary to be defined by a contour
(e.g. the vertex points of a polygon) supplied by the PAL Holder. For each
PPA Boundary claimed by the claimant where the claimant provides the
defining PPA vertex points, the Managing SAS shall verify that the claimed
PPA Boundary is within the ‘Maximum Allowable PPA Coverage’ contour
(See R1-SPU-02).

R1-SPU-02: The Managing SAS shall allow the PPA Boundary to be defined by a contour
determined by the Managing SAS. The Managing SAS shall determine the size
and shape of the Maximum Allowable PPA Coverage contour as per the FCC
mandate. The SAS shall use: 1) the locations of the CBSDs on the Cluster
List, 2) the CBSDs’ maximum allowable EIRPs, 3) the appropriate RF
propagation model, 4) the CBSDs’ antenna height, 5) when available, antenna
gain effects and radiation patterns, 6) the -96 dBm/10 MHz receiver coverage
criteria assuming a 0 dBi measurement antenna at a height of 1.5 meters above
the ground level to perform an RF model of the Maximum Allowable
Coverage contour.

4.6 SAS Requirements for GAA Users (SGU)

R0O-SGU-01: General Authorized Access Users shall be permitted to use frequencies
assigned to PALs when such frequencies are not in use, as determined by the
SAS, consistent with RO-SGN-04:. Frequencies that are available for General
Authorized Access Use shall be made available on a shared basis. [Ref-2,
96.35]
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a. General Authorized Access Users shall have no expectation of
interference protection from other General Authorized Access Users
operating in accordance with this part.

b. General Authorized Access Users must [shall] not cause harmful
interference to and must accept interference from Priority Access
Licensees and Incumbent Users in accordance with this part. [Ref RO-
SGN-06:(h) and RO-SGN-06:(i)]

c. General Authorized Access Users operating Category B CBSDs must
[shall] make every effort to cooperate in the selection and use of available
frequencies provided by an SAS to minimize the potential for interference
and make the most effective use of the authorized facilities. Such users
shall coordinate with an SAS before seeking station authorization, and
make every effort to ensure that their CBSDs operate at a location, and
with technical parameters, that will minimize the potential to cause and
receive interference among CBSDs.

d. Operators of CBSDs suffering from or causing harmful interference are
[shall be] expected to cooperate and resolve interference problems through
technological solutions or by other mutually satisfactory arrangements.

R0O-SGU-02: DEPRECATED

RO-SGU-03: General Authorized Access CBSDs must [shall] register with the SAS and

comply with its instructions. [Ref-2, 96.33]

4.7 Inter-SAS Communication (ISC)

R1-1SC-01:
R1-1SC-02:
R1-1SC-083:

R2-ISC-01:

R2-ISC-02:

Moved to R2-1SC-06
Moved to R2-1SC-07
Moved to R2-1SC-08

When a SAS Administrator receives instructions from the President of the
United States or another designated Federal government entity issued pursuant
to 47 U.S.C. 606, or instructions from the FCC pursuant to FCC enforcement
actions, that SAS Administrator shall, without delay, inform all other
designated SAS Administrators of those instructions.

[Ref-2, 96.63(1 & m) & Para 268; Title 47 USC 606]

When a SAS Administrator receives communication that the Commission has
temporarily extended or modified an Exclusion Zone or Protection Zone to
protect temporary operations by federal incumbent users, that SAS
Administrator shall, without delay, inform all other designated SAS
Administrators of such communication. This information shall include the
nature of the extension or modification as well as any accompanying expiration
date and time specified by the Commission. [Ref-2, 96.15(a)(6)]
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R2-ISC-03: Sharing of ESC incumbent detection information between SASs:

a.

Sharing of ESC information between SASs is prohibited if each of the
SASs receive input from different ESCs that cover the same geographic
area.

SASs shall exchange on a timely basis all CBSD data required for each
SAS to correctly participate in aggregate federal incumbent radar
protection relying on an ESC without reference to the behavior of any
other SAS.

In addition, SAS administrators shall perform any necessary pre-
arrangement of protection behavior needed to ensure the protection of
federal incumbent radar activity in any exclusion zone within which
CBSD operation is enabled due to the operation of an ESC system.

R2-ISC-04: SAS Essential Data: The following Data records shall be classified as SAS-
Essential Data:

e ESC sensor location, height, antenna characteristics, and protection
level records

e CBSD physical installation parameters (e.g., location, indoor/outdoor
status, antenna parameters as required by Part 96)

e CBSDs are identified by a system-wide unique designator assigned by
the Managing SAS

e CBSD coexistence parameters (e.g. interference coordination group
memberships, air interface standards)

e Information on all active CBSD grants: CBSD grant information
(frequency ranges), power, grant type, grant expiration time, requested
authorization status (Priority Access or General Authorized Access)

e PAL Protection Area (PPA) records (note: PPA Records = PPA
Database defined in R2-SPU-05)

e SAS-SAS Coordination Event records (note: SAS Coordination
Records are defined as the records from: R1-SAD-03 itemsp, q, 1, s;
R2-1SC-01 and R2-1SC-02)

R2-ISC-05: Exchanging SAS Essential Data between SASs: Incremental SAS-Essential
Data should be exchanged in near-real-time. Exchange of SAS-Essential Data
between any SASs shall use mechanisms which reliably enable the SASs to
perform their functions.

If requested by a peer SAS, exchange mechanisms of SAS-Essential Data
should provide for an expected reliable latency of incremental SAS-Essential
Data provided to the requesting SAS in less than 10 seconds.

R2-ISC-06: CBSD Registration Data Classification: Public Registration Data are data that
SAS Administrators must [shall] share with the public according to FCC
requirement 96.55(a)(3). Specifically, such data is limited to CBSD
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registration data that would not allow one to identify a CBSD licensee. The
CBSD registration data that may be shared both with other SAS administrators
and with the public pursuant to FCC requirement 96.55(a)(3) are:

FCC identification number

CBSD class (Category A/Category B)
Operating indoors or outdoors (for CAT A)
Air interface technology

Sensing capabilities (if supported)

®o0 oW

Non-Public Registration Data are CBSD registration data that would allow one
to identify a licensee and must [shall] therefore be obfuscated pursuant to FCC
Requirement 96.55(a)(3). A SAS administrator may share Non-Public
Registration Data with another SAS administrator, but must [shall] maintain it
as confidential pursuant to FCC Requirement 96.55(a)(3) absent i) express
order of a court, FCC, or other [legal] controlling authority, or ii) a binding,
generally applicable public rule or order by the FCC. Such non-public
registration data includes:

f. CBSD Licensee name

g. Horizontal location (Latitude , Longitude) of antenna

h. Vertical location (height above ground level) of antenna

I.  User contact information

j. Unique manufacturer serial number

k. Maximum EIRP

I.  Antenna Characteristics -- antenna gain, beam width, azimuth, down tilt
angle, antenna model

m. Call sign

SAS administrator shall “obfuscate” Non-Public Registration Data pursuant to
FCC Requirement 96.55(a)(3) in any disclosure of Public Registration Data by
redacting the information or by substituting a dummy variable.

SAS administrators shall not publicly disclose data shared with them by other
SASs.

R2-ISC-07: SAS Essential Data: SAS-Essential Data are defined as data shared between
any two SASs which are required to fulfill all SAS functions required by 47
C.F.R Part 96.

a. SAS-Essential Data should be subject to governing peering agreements
among SAS Administrators, supported by the WINNF to provide privacy
and data protection certainty to the users of SAS (such as CBSD Users,
etc.).

b. SAS-Essential Data shall be exchanged symmetrically between all pairs of
SASs.

c. SAS-Essential Data shall be exchanged on demand by SASs. SASs may
elect to share such data proactively.

d. Use of SAS-Essential Data by a SAS Administrator is limited to satisfying
obligations under 47 C.F.R Part 96. SAS administrator should enter into
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agreements to document this requirement, as well as the requirement to
maintain all such data, except Public Registration Data, confidentially.

R2-ISC-08: SAS Public Data Set: The following Data records shall be classified as Public
Data:

a. SAS Administrator FCC registration records, including identity, contact
information, SAS certification date and term, and mode of operation
(Phase I, without ESCs deployed, or Phase Il, with ESCs deployed)

b. Public Registration Data

c. PAL Area and Service Area records (47 C.F.R 96.3), resulting from FCC
auctions

d. Federal Incumbent Exclusion Zone records

e. Non-Federal Incumbent records

5 Priority Access Licensee Requirements (PAL)

RO-PAL-01: Priority Access Licensees may transfer or assign their licenses and enter into
de facto leasing arrangements in accordance with 47 CFR 1. Priority Access
Licensees may not partition or disaggregate their licenses or partially assign or
transfer their licenses nor may they enter into de facto leasing arrangements for
a portion of their licenses. Priority Access Licensees may enter into spectrum
manager leasing arrangements with approved entities as prescribed in 47
CFR1.9046. Priority Access Licensees may only enter into leasing
arrangements for areas that are within their Service Area and outside of their
PAL Protection Areas. [Ref-2, 96.32]

RO-PAL-02: A SAS Administrator may accept and support leasing notifications, in which
case that SAS Administrator shall: [Ref-2, 96.66]

a. Verify that the lessee is on the certification list, as established in 47 CFR
1.9046.

b. Establish a process for acquiring and storing the lease notification
information and synchronizing this information, including information
about the expiration, extension, or termination of leasing arrangements,
with the Commission databases at least once a day;

c. Verify that the lease will not result in the lessee holding more than the 40
megahertz of Priority Access spectrum in a given License Area;

d. Verify that the area to be leased is within the Priority Access Licenses’s
Service Area and outside of the Priority Access Licensee’s PAL Protection
Areg,;

e. Provide confirmation to licensee and lessee whether the notification has
been received and verified,;

f. During the period of the lease and within the geographic area of a lease,
SASs shall treat any CBSD operated by the lessee the same as [a]
similarly situated CBSD[s] operated by the lessor for frequency
assignment and interference mitigation purposes.
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EUD Requirements (DEV)

The Citizens Broadband Radio Service is [shall be] authorized in the 3550-
3700 MHz frequency band. General Authorized Access Users may operate in
the 3550-3700 MHz frequency band. Priority Access License Holders may
operate in the 3550-3650 MHz frequency band. Grandfathered Wireless
Broadband Licensees may continue to use the 3650-3700 MHz band in
accordance Ref-2. [Ref-2, 96.11]

RO-DEV-02: All CBSDs must [shall] be able to determine their geographic coordinates

RO-DEV-03:

RO-DEV-04:

(referenced to the North American Datum of 1983 (NAD83)) to an accuracy of
+50 meters horizontal and £3 meters of elevation. Such geographic coordinates
shall be reported to an SAS at the time of first activation from a power-off
condition. [Ref-2, 96.39]

a. For professionally installed CBSDs, geographic coordinates to the same
accuracy specified above may be determined and reported to the SAS as
part of the installation and registration process. Geographic coordinates
must [shall] be determined and reported each time the CBSD is moved to
a new location.

b. Non-professionally installed CBSD must [shall] check its location and
report to the SAS any location changes exceeding 50 meters horizontal
and +3 meters elevation from its last reported location within 60 seconds
of such location change.

A CBSD must [shall] register with and be authorized by an SAS prior to its
initial service transmission. The CBSD must [shall] provide the SAS upon its
registration with its geographic location, antenna height above ground level (in
meters), CBSD class (Category A/Category B), requested authorization status®
(Priority Access or General Authorized Access), FCC identification number,
call sign, user contact information, air interface technology, unique
manufacturer’s serial number, sensing capabilities (if supported), and
additional information (see below) [Ref-2, 96.39].

a. CBSD Category-A devices must [shall] also indicate if they are operating
indoors or outdoors. [Ref-2, 96.43b]

b. CBSD Category-B devices must [shall] also provide: antenna gain,
beamwidth, azimuth, downtilt angle, and antenna height above ground
level. [Ref-2, 96.45d]

c. Ifany of the registration information changes, the CBSD shall update the
SAS within 60 seconds of such change, except as otherwise set forth in
section 96.39 of Ref-2.

d. All information provided by the CBSD to the SAS must [shall] be true,
complete, correct, and made in good faith. [Ref-2, 96.39]

CBSD technical operation [Ref-2, 96.39]

9 Note: Part 96 Registration/Authorization process includes portions of the WINN Forum Registration and Spectrum

Grant process.
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a. All CBSDs must [shall] be capable of two-way operation on any
authorized frequency assigned by an SAS. Equipment deployed by
Grandfathered Wireless Broadband Licensees during their license term
will be exempt from this requirement

b. A CBSD must [shall] operate at or below the maximum power level
authorized by an SAS, consistent with its FCC equipment authorization,
and within geographic areas permitted by an SAS on the channels or
frequencies authorized by an SAS.

c. A CBSD must [shall] receive and comply with any incoming commands
from its associated SAS about any changes to power limits and frequency
assignments. A CBSD must [shall] cease transmission, move to another
frequency range, or change its power level within 60 seconds as instructed
by an SAS.

d. A CBSD must [shall] report to an SAS regarding received signal strength
in its occupied frequencies and adjacent frequencies, received packet error
rates or other common standard metrics of interference for itself and
associated End User Devices as directed by an SAS [Note: See R2-SGN-
01].

e. If directed by the SAS, a CBSD that receives a range of available
frequencies or channels from an SAS must [shall] promptly report to the
SAS which of the available channels or frequencies it will utilize.

f. CBSDs shall incorporate security measures sufficient to ensure that they
are capable of communicating only with SASs operated by approved SAS
Administrators, and that communications between CBSDs and SASs,
between individual CBSDs, and between CBSDs and End User Devices
are secure to prevent corruption or unauthorized interception of data.

g. For purposes of obtaining operational limits and frequency availabilities
and their updates, CBSDs shall only contact SASs operated by SAS
Administrators approved by the Commission in accordance with subpart F
[of Ref. 2].

h. All communications between CBSDs and SASs must [shall] be
transmitted using secure methods that protect the systems from corruption
or unauthorized modification of the data.

i.  Communications between a CBSD and its associated End User Devices
for purposes of obtaining operational power, location, and frequency
assignments shall employ secure methods that protect the system from
corruption or unauthorized modification of the data.

j. All CBSDs and End User Devices must [shall] contain security features
sufficient to protect against modification of software and firmware by
unauthorized parties. Applications for certification of CBSDs and End
User Devices must [shall] include an operational description of the
technologies and measures that are incorporated in the device to comply
with the security requirements of this section. In addition, applications for
certification of CBSDs and End User Devices must [shall] identify at least
one of the SAS databases operated by an approved SAS Administrator that
the device will access for channel/frequency availability and affirm that
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the device will conform to the communications security methods used by
such databases.

k. Airborne operations by CBSDs and End User Devices are [shall be]
prohibited.

RO-DEV-05: CBSD and End User Devices General Radio Requirements [Ref-2, 96.41]
a. Digital Modulation: Systems operating in the Citizens Broadband Radio
Service must [shall] use digital modulation techniques.
b. Conducted and Emitted Power Limits: Unless otherwise specified in this
subsection, the maximum EIRP and maximum Power Spectral Density
(PSD) of any CBSD and End User Device must [shall] comply with the
limits shown in the table below:

Maximum EIRP Maximum PSD
Device (dBm/10 megahertz) (dBm/MHz)
End User Device 23 n/a
Category A CBSD 30 20
Category B CBSD* 47 37

* Category B CBSDs will only be authorized for use after an ESC is
approved and commercially deployed consistent with [Ref-2, 96.15 and
96.67].

c. Power Management: CBSDs and End User Devices shall limit their
operating power to the minimum necessary for successful operations.

i.  CBSDs must [shall] support transmit power control capability and
the capability to limit their maximum EIRP and the maximum EIRP
of associated End User Devices in response to instructions from an
SAS.

ii.  End User Devices shall include transmit power control capability
and the capability to limit their maximum EIRP in response to
instructions from their associated CBSDs.

d. Received Signal Strength Limits:

i.  For both Priority Access and GAA users, CBSD transmissions must
[shall] be managed such that the aggregate received signal strength,
for all locations within the PAL Protection Area of any co-channel
PAL, shall not exceed an average (RMS) power level of -80 dBm in
any direction when integrated over a 10 megahertz reference
bandwidth, with the measurement antenna placed at a height of 1.5
meters above ground level, unless the affected PAL licensees agree
to an alternative limit and communicate that to the SAS.

ii.  These limits shall not apply for co-channel operations at the
boundary between geographically adjacent PALs held by the same
Priority Access Licensee.
e. 3.5 GHz Emissions and Interference Limits:
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i.  General protection levels. Except as otherwise specified below, for
channel and frequency assignments made by the SAS to CBSDs, the
conducted power of any emission outside the fundamental emission
(whether in or outside of the authorized band) shall not exceed -13
dBm/MHz within 0-10 megahertz above the upper SAS-assigned
channel edge and within 0-10 megahertz below the lower SAS-
assigned channel edge. At all frequencies greater than 10 megahertz
above the upper SAS assigned channel edge and less than 10 MHz
below the lower SAS assigned channel edge?®, the conducted power
of any emission shall not exceed -25 dBm/MHz. The upper and
lower SAS assigned channel edges are the upper and lower limits of
any channel assigned to a CBSD by an SAS, or in the case of
multiple contiguous channels, the upper and lower limits of the
combined contiguous channels.

ii.  Additional protection levels. Notwithstanding paragraph (d)(i) of
this section, the conducted power of any emissions below 3530
MHz or above 3720 MHz shall not exceed -40 dBm/MHz.

iii.  Measurement procedure:

Compliance with this provision is [shall be] based on the use of
measurement instrumentation employing a resolution bandwidth of
1 megahertz or greater. However, in the 1 megahertz bands
immediately outside and adjacent to the licensee's authorized
frequency channel, a resolution bandwidth of no less than one
percent of the fundamental emission bandwidth may be employed.
A narrower resolution bandwidth is permitted in all cases to
improve measurement accuracy provided the measured power is
integrated over the full reference bandwidth (i.e., 1 MHz or 1
percent of emission bandwidth, as specified). The emission
bandwidth is defined as the width of the signal between two points,
one below the carrier center frequency and one above the carrier
center frequency, outside of which all emissions are attenuated at
least 26 dB below the transmitter power.

When measuring unwanted emissions to demonstrate compliance
with the limits, the CBSD and End User Device nominal carrier
frequency/channel shall be adjusted as close to the licensee's
authorized frequency block edges, both upper and lower, as the
design permits.

Compliance with emission limits shall be demonstrated using either
average (RMS)-detected or peak-detected power measurement
techniques.

10 The text is intended to be read as: At all frequencies greater than 10 megahertz above the upper SAS assigned
channel edge and [at frequencies] less than 10 MHz below the lower SAS assigned channel edge, the conducted
power of any emission shall not exceed -25 dBm/MHz. [i.e., At all frequencies greater than 10 MHz outside the
assigned channel edge, the conducted power of any emission shall not exceed -25 dBm/MHz]
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iv.  When an emission outside of the authorized bandwidth causes
harmful interference, the Commission may, at its discretion, require
greater attenuation than specified in this section.

f. Reception Limits: Priority Access Licensees must [shall] accept adjacent
channel and in-band blocking interference (emissions from other
authorized Priority Access or GAA CBSDs transmitting between 3550 and
3700 MHz) up to a power spectral density level not to exceed -40 dBm in
any direction with greater than 99% probability when integrated over a 10
megahertz reference bandwidth, with the measurement antenna placed at a
height of 1.5 meters above ground level, unless the affected Priority
Access Licensees agree to an alternative limit and communicates that to
the SAS.

Note to paragraph (f): Citizens Broadband Radio Service users should be
aware that there are Federal Government radar systems in the band and
adjacent bands that could adversely affect their operations.

g. Power Measurement: The peak-to-average power ratio (PAPR) of any
CBSD transmitter output power must not exceed 13 dB. PAPR
measurements should be made using either an instrument with
complementary cumulative distribution function (CCDF) capabilities or
another Commission approved procedure. The measurement must be
performed using a signal corresponding to the highest PAPR expected
during periods of continuous transmission.

RO-DEV-06: Category A CBSDs shall not be deployed or operated outdoors with antennas
exceeding 6 meters height above average terrain. CBSDs deployed or operated
outdoors with antennas exceeding 6 meters height above average terrain will be
classified as, and subject to, the operational requirements of Category B
CBSDs. [Ref-2, 96.433]

RO-DEV-07: Any CBSD operated at higher power than specified for Category A CBSDs in
section 96.41 [RO-DEV-05:] will be classified as, and subject to, the
operational requirements of a Category B CBSD. [Ref-2 96.43c]

RO-DEV-08: Category B CBSDs must [shall] be professionally installed. [Ref-2, 96.45a]
Note: See Ref-3 for the definition of a Category B CBSD.

RO-DEV-09: Category B CBSDs are [shall be] limited to outdoor operations. [Ref-2, 96.45c¢]

RO-DEV-10: Each transmitter used for operation under this part and each transmitter
marketed as set forth in section 2.803 [Ref-4, Chapter I, Subchapter A, Part 2]
must [shall] be of a type which has been certificated for use under this part.

Any manufacturer of radio transmitting equipment to be used in these services
must [shall] request equipment authorization following the procedures set forth
in Subpart J [Ref-4, Chapter I, Subchapter A, Part 2]. [Ref-2, 96.49]
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Communication between individual CBSDs must [shall] be secure to prevent
corruption or unauthorized interception of data. [Ref-2, 96.61]

R1-DEV-01: A CBSD shall support at least one measurement metric that can be reported to
the SAS and the CBSD shall indicate the supported measurement reporting
capability in the CBSD registration process [Ref-2, 96.39(d)].

R2-DEV-01: For a CBSD supporting E-UTRA Carrier RSSI [3GPP TS 32.592, 6.1.16, LTE
REM Carrier Measurement Parameters] reporting before transmission, it shall,
as directed by a SAS, perform Carrier RSSI measurements over the entire
CBRS band and report the results to a SAS in multiples of EARFCN,
measurement bandwidth, and measured carrier RSSI. The measurement
bandwidth for each individual measurement shall not exceed 10 MHz.

R2-DEV-02: A set of CBSDs may provide, where necessary due to physical limitations of
the CBSD antennas and where appropriate for the type of measurement,
common signal level measurement(s) for a group of coherent radiators, each of
which is registered as a unique CBSD. A coherent radiator group identifier
shall be indicated by each CBSD in the group during registration of the
CBSDs.

Informational note: Such a signal level measurement, e.g. carrier RSSI for E-
UTRA, is applicable to e.g., Distributed Antenna Systems (DASSs), where
muting of all but one CBSD to perform individual measurements is not
feasible.

R1-DEV-02: When a CBSD channel grant expires, the CBSD shall cease transmissions on
the channel within 60 seconds, in accordance with 96.39(c)(2).

RO-DEV-11: End User Device Radios must [shall] also comply with CBSD General Radio
Requirements stated above in RO-DEV-05. [Ref-2, 96.41].

RO-DEV-12: End User Devices may [shall] not be used as intermediate service links or
provide service over frequencies listed in section 96.11 to other End User
Devices or CBSDs. [Ref-2, 96.3]

RO-DEV-13: End User Devices may operate only if they can positively receive and decode
an authorization signal transmitted by a CBSD, including the frequencies and
power limits for their operation. An End User Device must [shall] discontinue
operations, change frequencies, or change its operational power level within 10
seconds of receiving instructions from its associated CBSD.

Any device operated at higher power than specified for End User Devices in
section 96.41 [RO-DEV-05:] will [shall] be classified as, and subject to, the
operational requirements of a CBSD. [Ref-2, 96.47]
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7 Domain Proxy Requirements (DPX)
The following requirements related to the Domain Proxy

R1-DPX-01: Domain Proxy to CBSD operational requirements: A Domain Proxy must
[shall] ensure that all of the CBSD requirements of 96.39 [Ref-2] are met by
CBSDs for which the Domain Proxy is communicating to the SAS.

R1-DPX-02: Domain Proxy to SAS interface security [Ref-2, 96.61]

a. A Domain Proxy must [shall] employ protocols and procedures to ensure
that all communications and interactions between the Domain Proxy and
SAS are accurate and secure and that unauthorized parties cannot access
the Domain Proxy via this communication path or alter the information
exchanged between the Domain Proxy and the SAS.

b. Communications between a Domain Proxy and a SAS must [shall] be
secure to prevent corruption or unauthorized modification of data

c. A Domain Proxy must [shall] incorporate security measures sufficient to
ensure that it is capable of communicating only with SASs operated by
approved SAS Administrators.

R1-DPX-03: Domain Proxy to CBSD communications security [Ref-2 96.3, 96.61, 96.39(f),

RO-SGN-05:]

a. A Domain Proxy must [shall] employ protocols and procedures to ensure
that all communications and interactions between the Domain Proxy and
CBSDs are accurate and secure and that unauthorized parties cannot
access the Domain Proxy via this communication path or alter the
information exchanged between the Domain Proxy and the CBSD.

b. Communications between a Domain Proxy and a CBSD must [shall] be
secure to prevent corruption or unauthorized modification of data.

R2-DPX-01: Domain Proxy to CBSD communications security implementation: The
protocols and procedures to fulfill and enforce Domain Proxy to CBSD
security requirements are out of the scope of this document and are not
specified.

R2-DPX-02: Domain Proxy+CBSD Certification and Operation: Some models of CBSDs
may only meet CBRS certification requirements as part of a collective entity
with a Domain Proxy function and any other network elements necessary for
CBRS certification. Such models of CBSDs shall only be operated in
conjunction with the Domain Proxy and other necessary elements with which
they were collectively certified. Domain Proxies shall only provide for SAS
communications with the models of CBSDs with which they were collectively
certified.

Note: the definition of “model of CBSD” is to be determined by Working
Group 4 in coordination with the FCC.

Copyright © 2017 The Software Defined Radio Forum Inc. Page 37
All Rights Reserved



WIRELESS

Spectrum Sharing Committee WG1 ’4
(INNOVATION CBRS Operational and Functional Requirements - ‘“\
FoRUM WINNF-15-S-0112-V2.0.0 WinnFaru Standards"

8 System Registration Requirements (SRR)

Registration is a rather complex process and we provide Informative Annex A.1 with
information to help explain the process.

R2-SRR-01: User Registration Information: The User Registration and associated database
requires the CBRS User (either a CBSD user or a PAL holder) to provide the
following information:

a. User legal identity (corporate or individual),

b. User mailing address (contact address), User’s physical address (may or
may not correspond to the mailing address),

c. User’s legal address (may or may not correspond to the mailing address),

d. User’s email contact address,

e. User’s phone number (contact)

R2-SRR-02: During the User Registration process, the SAS Administrator shall provide to
the user in a secure manner the following:
a. A system wide unique User Registration Identity (UR-ID) to identify the
User,
b. A method to authenticate the User when accessing the User account (e.g,
password)

R2-SRR-03: During the User Registration process and subsequent account maintenance, the
SAS shall record and maintain the following information associated with that
Registered User:

User Registration date,

User Registration expiration or term,

User Registration state (valid, expired, pending enforcement, revoked),

Registering Agent (FCC, SAS, or other agent),

Optional Registration Fee Paid (true or false indication).

A list of the CBSDs (CBSD-IDs) registered by the user.

Note: These CBSDs may be managed within nested lists that correspond

to groupings by area, by Domain Proxy, by network, or other useful

groupings.

g. A list of PALs owned by that registered user.

h. A list of PPAs registered to that user.

i. Alist of PPAs leased by a licensee to lessees.
Note: these leased PPAs may be managed within nested lists that
correspond to useful groupings by area, by tenant, by network, or other
useful groupings.

j. Alist of CGls (CBSD Group Identifiers) that the user has created to form
groups of CBSDs (exact requirements FFS.)

hD OO o

Note: These requirements assume that reports of claimed PPAs are adequate
for SMLA reporting to the FCC. We are awaiting clarification from the FCC
on this question. If further SMLA reporting is required by the FCC, WINNF
will add requirements to define the SMLAs, the SMLA lists associated with the
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registered user’s account, vertex points that define the area for the SMLA
within the PAL, the initiation and termination dates for the lease terms for the
SMLA, and the terms of the SMLA.

R1-SRR-01: During User Registration, the User shall provide and the SAS shall record:
a. Acknowledgment of part 96 license rules, [Ref-2, 96.55(e) & para 274]
b. Acknowledgement of federal operations risk [Ref-2, 96.55(¢e) & para 274]

R2-SRR-04: User Validation: The User credentials (whether an individual or business)
shall be validated by the SAS to ensure the user is who they represent, and
whether the user has a valid contact information & address.

R2-SRR-05: Maintenance of account: The Registered User, using a password or other
security feature, shall be able to:
a. Update contact information
b. Update the list of fielded CBSDs by registering or deregistering CBSDs
associated with a user account,
c. Update information lists associated with that user account, including the
following:

i Addition, deletion or administration of groupings of CBSDs
(administer CGls).

ii  Update the list of PPAs by means of the associated unique
PPA-ID (administer PPAS).

iii Addition, deletion or administration of groupings of registered
PPAs.

iv For each and every PPA, the PAL Holder shall be able to update
the list of CBSDs on that PPA’s Cluster List. (Note: adding or
deleting a CBSD from the PPA’s Cluster List alters the PPA and
creates a new PPA and a new PPA-ID.)

v For each and every PPA, the PAL Holder shall be able to update
the list of vertex points (boundary definitions) for that PPA.
This shall require SAS approval consistent with the PPA
Maximum Allowable Claim Contour.

vi For each and every PPA, the PAL Holder may be able to query
the SAS for the SAS calculated Maximum Allowable Claim
Contour.

vii For each and every PPA, the PAL Holder may be able to query
the SAS for the existing registered vertex points defining the
PPA boundary.

viii For each and every leased PPA, the PAL Holder shall be able to
update the list of lessee claimed PPAs. (These are PPAs on
behalf of others where PAL rights have been leased to others.)
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ix The PAL Holder may be able to add, delete or administer
groupings of Leased PPAs.

x For each and every leased PPA, the PAL Holder shall be able to
update the list of CBSDs on that lessee’s PPA’s Cluster List.
(Note that adding or deleting a CBSD from the PPA’s Cluster
List alters the PPA and creates a new PPA and a new PPA-ID.)

xi For each and every leased PPA, the PAL Holder shall be able to
update the list of lessee’s vertex points that define the boundary
for that PPA.

xii For each and every leased PPA, the PAL Holder shall be able to
update the initiation and termination dates for that leased PPA.

xiii For each and every leased PPA, the PAL Holder shall be able to
query the SAS for the existing SAS registered initiation and
termination dates for that leased PPA.

Note: These requirements assume that reports of claimed PPAs are adequate
for SMLA reporting to the FCC. We are awaiting clarification from the FCC
on this question. If further SMLA reporting is required by the FCC, WINNF
will add requirements to maintain the SMLAs within the Registered user’s
account, including: the SMLA lists associated with the registered user’s
account, vertex points that define the area for the SMLA within the PAL, the
initiation and termination dates for the lease terms for the SMLA, and the
terms of the SMLA.

R2-SRR-06: Association of a CBSD with the CBSD User: The SAS Administrator and the
CBSD User shall exchange information that establishes a secure mechanism to
identify the CBSD User identity and to establish the relationship between the
CBSD and its user. The user information association shall be established per
individual CBSD in such a way that CBSD users may revoke the CBSD’s
identity within the CBRS.

R2-SRR-07: CBSD-ID: The CBSD Registration process shall establish a CBRS-wide
unique CBSD ID.

R2-SRR-08: The CBSD-ID shall have a one-to-one correspondence with the combination
FCC ID + CBSD S/N and may be identical to that combination and may
include a suffix.

R2-SRR-09: SAS authentication of software & firmware is FFS (along with SAS handling
and authentication of software & firmware updates).

RO-SRR-01: Category A CBSD Parameter Set: Prior to the SAS enabling spectrum use by
the CBSD, the following Category A CBSD information shall be provided to
the SAS. The information shall be uploaded either via the CBSD
communicating with the SAS or entered by a Certified Professional Installer
via a mechanism provided by the SAS administrator.
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CBSD Vendor,

CBSD Serial number [required by Ref-2 96.39(c)],

FCC Identification number [required by Ref-2 96.39(c)],

Call Sign [required by Ref-2 96.39(c)],

Secure information to associate CBSD with the User,

Informative Note: this will link a valid User with the CBSD [required by
Ref-2 96.39(c)]

CBSD Air Interface Technology [required by Ref-2 96.39(c)]

CBSD Sensing capability [required by Ref-2 96.39(c)],**

CBSD installation location (Indoor or Outdoor, required for Category A
CBSDs) [Ref 2 96.43(b)],

Location information: latitude, longitude, and antenna height above
ground level (in meters) [Ref 2 96.39(c) & Ref-1 para 219],

Certified Professional Installer Registration ID (if information provided to
the CBSD was manually entered by a Certified Professional Installer)
Optional vendor specific information fields. The SAS shall allow CBSDs
to provide optional vendor specific information which can be used by the
SAS. Examples include: CBSD model number, CBSD HW version
number, CBSD SW and/or FW version number, hardware characteristics,
etc.

RO-SRR-02: Category B CBSD Parameter Set: Prior to the SAS enabling spectrum use by
the CBSD, the following Category B CBSD information shall be provided to
the SAS. The information shall be uploaded either via the CBSD
communicating with the SAS or entered by a Certified Professional Installer
via a mechanism provided by the SAS administrator.

®o0 o

«©« —h

h.

J-
k.
l.
m.

CBSD Vendor,

CBSD Serial number [required by Ref-2 96.39(c)],

FCC Identification number [required by Ref-2 96.39(c)],

Call Sign [required by Ref-2 96.39(c)],

Secure information to associate CBSD with the User,

Informative Note: this will link a valid User with the CBSD [required by
96.39(c)]

CBSD Air Interface Technology [required by Ref-2 96.39(c)].

. CBSD Sensing capability [required by Ref-2 96.39(c)],*?

Location information: latitude, longitude, and antenna height above
ground level (in meters) [Ref 2, 96.39(c) & Ref-1 para 219],

Certified Professional Installer Registration ID (if information provided to
the CBSD was manually entered by a Certified Professional Installer)
Antenna gain [Ref 2 96.45(d)],

Antenna beamwidth [Ref 2 96.45(d)],

Antenna azimuth pointing direction [Ref 2 96.45(d)],

Antenna downtilt angle [Ref 2 96.45(d)],

11 To be defined by the Sensing & Measurement Task Group
12 To be defined by the Sensing & Measurement Task Group
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n. Optional vendor specific information fields. The SAS shall allow CBSDs
to provide optional vendor specific information which can be used by the
SAS. Examples include: CBSD model number, CBSD HW version
number, CBSD SW and/or FW version number, hardware characteristics,
etc.

R1-SRR-02: During the CBSD Registration process, the SAS shall provide the following
information to the registering CBSD:
a. A system wide unique CBSD-ID to identify the CBSD,
b. An indication if the Registration was successful or what additional
information is needed to complete the registration process.

This information is required to register the CBSD and to establish a CBSD-
ID. This CBSD-ID shall be linked to a specific user through the associated
UR-ID, but each user may register multiple CBSDs. A CBSD-ID corresponds
to a single CBSD that can request a spectrum assignment from a SAS.

For a managed network with a Domain Proxy, the Domain Proxy may register
on behalf of one or more CBSDs under its control. Each CBSD shall require
its own CBSD-ID for its own parameters and location.

R2-SRR-10: A SAS shall be able to provide the following information on CBSD
registration status to the CBSD User, Professional Installer of the CBSD, other
SASs or the FCC:
e Whether the CBSD registration is revoked, pending or completed
e Whether the CBSD has been taken out of service (decommissioned)
e Whether the CBSD has any enforcement actions initiated against it or
determined to be in effect

R2-SRR-11: Category A CBSDs unable to automatically determine their location to within
the requirements set forth by the FCC Rules shall be installed by a Certified
Professional Installer. [Ref-2, 96.39 & Ref-1 para 221]

R2-SRR-12: CBSD Group Identifier (CGI): While registering a CBSD, a CBSD Group
identifier may be specified along with other required device information. If
present, this identifier designates a CBSD as a member of a particular group
(or network) of CBSDs.

Note: It is anticipated that a system-wide naming convention will be
established such that CBSD Group Identifiers can be easily selected by entities
(such as Users or Domain Proxies). Support for multiple group identifiers is
left for further study.

R2-SRR-13: CBSD Group Assignment Indicator: A Group Assignment Indicator may be
provided to the SAS with the CBSD Group Identifier and other required device
information, where this value shall indicate whether all CBSDs in the group
prefer or require a common radio frequency assignment and reassignment
when frequency reassignment is necessary.
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Domain Proxy Relationship with SAS: The SAS shall ensure that manager
information and the credentials for the Domain Proxy are known to, and
verified by, the SAS administrator prior to providing service to any CBSD that
IS subordinate to that Domain Proxy.

Professional Installer information provided to the CBSD: If a professional
installer accesses the CBSD to provide additional information for Category A
or Category B CBSDs, the professional installer shall provide to the CBSD
their associated Certified Professional Installer Registration ID.

DEPRECATED
DEPRECATED

During the Certified Professional Installer Registration process, the SAS
accessible centralized database (note: database to be managed by the CPI
Accreditation Body. Database details are FFS) shall record and maintain the
following information for the Certified Professional Installer:
a. A system wide unique Certified Professional Installer Identity,
b. A method to authenticate the Installer when accessing the Certified
Professional Installer account

Domain Proxy Manager Information: The following Domain Proxy manager
information shall be known to the SAS administrator:

e Manager legal identity (corporate or individual)

e Manager contact (responsible individual in the case where legal identity is

a corporate entity)

e Manager contact mailing address

e Manager contact email address

e Manager phone number

DEPRECATED

SAS Spectrum Information: The Managing SAS shall have some mechanism
and protocol to inform the CBSD about which frequency range(s) are
available.

SAS Spectrum Availability Response: When providing frequency range(s)
availability to a CBSD, the Managing SAS shall indicate whether an available
frequency range is designated for use by that CBSD as PAL or GAA. CBSDs
with PAL rights shall be provided with frequency range availability
information for both available PAL frequency ranges and available GAA
frequency ranges.
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R2-SRR-23: Channel Grant: The Managing SAS shall allow a CBSD within a PPA to
request use of GAA channel(s), a PAL channel(s), or both GAA and PAL
channels together. When providing a grant to a CBSD, the Managing SAS
shall indicate whether the grant is designated for use by that CBSD as PAL or
GAA.

R2-SRR-24: CBSD registration update: When CBSD registration information changes, the
CBSD shall send a registration update to the SAS with the updated
information. The SAS may allow the CBSD registration information to be
updated without the CBSD being deregistered or losing spectrum grants.

R2-SRR-25: A shared database shall be created and maintained with a list of supported
CBSD Air Interface Technologies.

9 Environmental Sensing Capability Requirements (ESC)
Additional background information is provided in Informative Annex A.2.

RO-ESC-01: The following are ESC Requirements as identified in [Ref-2, 96.67]

a.
b.

C.

An ESC may only operate after receiving approval by the Commission.
An ESC must [shall] be managed and maintained by a non-governmental
entity.

An ESC must [shall] accurately detect the presence of a signal from a
federal system in the 3550-3700 MHz band and adjacent frequencies using
approved methodologies that ensure that any CBSDs operating pursuant to
ESC will [shall] not cause harmful interference to federal Incumbent
Users.

An ESC must [shall] communicate information about the presence of a
signal from a federal Incumbent User system to one or more approved
SASs.

An ESC must [shall] maintain security of detected and communicated
signal information.

An ESC must [shall] comply with all Commission rules and guidelines
governing the construction, operation, and approval of ESCs.

An ESC shall be available at all times to immediately respond to requests
from authorized Commission personnel for any information collected or
communicated by the ESC.

An ESC must [shall] operate without any connectivity to any military or
other sensitive federal database or system and does not store, retain,
transmit, or disclose operational information on the movement or position
of any federal system or any information that reveals other operational
information of any federal system that is not required by this part to
effectively operate the ESC.
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R1-ESC-01: The rules governing the ESC are technologically neutral and ESC developers
may utilize different sensing techniques that yield the desired result. These
sensors shall be deployed in the vicinity of the Exclusion Zones described in
section 111(G) [Ref-1] to ensure that all federal radar use in and adjacent to the
3.5 GHz Band is accurately detected and reported to a SAS. [Ref-1, para 383]

R2-ESC-01: ESC detection of radar types: An ESC shall be capable of detecting in-band
incumbent radar activity that has the following characteristics:

Characteristic Value Reference

Polarization Horizontal or Circular Ref [6], Table 1

Pulse repetition rate 1 kHz Ref [6], Figure 6

Pulse width 0.9 us Ref [6], Table 1 & Fig. 7
Pulse duty cycle: 0.1% Ref [5], p. 4-57

Antenna rotation period 4s Ref [6], Table 1 & Fig. 5
Peak power: 90 dBm Ref [5], p. 4-57

Average power: 60 dBm Ref [5], p. 4-57

Antenna gain: 32 dBi Ref [5], p. 4-57

Periodic review with the U.S. Department of Defense may produce additional
radar signal types that must be added to ESC detection capability.

R2-ESC-02: ESC Detection Threshold: An ESC shall be capable of detecting an in-band
incumbent radar over a maximum propagation loss from the radar of PL=184
dB on the coastline and given a sufficiently elevated sensor location (e.g. 25 m)
with a clear line-of-sight to the horizon.

ESC operators shall include in their applications for approval the detection
thresholds their systems satisfy.

SAS administrators shall include in their applications for approval the
protection mechanisms they will employ, including an accounting for
aggregate interference contributions from Category A and Category B CBSDs.

R2-ESC-03: ESC Performance Monitoring: An ESC operator shall implement one or more
methods to monitor ESC performance and detect ESC faults (including
intrusion). Such methods shall be justified in the ESC certification process.

R2-ESC-04: ESC Partial Failure: In the event of a partial failure of the ESC, resulting in an
area or frequencies which the ESC is not providing positive incumbent activity
monitoring satisfying R2-ESC-02 and R2-ESC-08 requirements, the ESC shall
notify any SASs that interface to that ESC of such an event in the same fashion
as a notification of detection of incumbent activity within the area that was
being monitored on the frequencies that were being monitored. [Note: this
means ESC failures are treated as detections.]
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Inland ESC: An ESC may detect the operation of inland in-band ground-based
incumbent radars in the same manner as it detects shipborne radar operation in
coastal areas.

Detection of out-of-band radars: Future periodic reviews with the U.S.
Government may establish metrics to detect out-of-band radars operating in the
NTIA-defined federal radiolocation sites.

ESC Interference Protection: An ESC operator may request interference
protection for one or more of its ESC sensors. An ESC operator that requests
protection shall provide to its affiliated SAS(s) the location and height of the
protected sensor antenna, as well as the sensor system’s maximum antenna
gain in all horizontal directions, specified at 1 degree increments referenced to
true north. [Reference R2-SGN-08 and R2-SGN-09].

Figures of Merit: For a signal exceeding the threshold of detection, an ESC
shall be capable of detecting in-band incumbent radar activity within 60 s with
99% probability. These time scales and performance characteristics may be
adjusted as a consequence of future periodic ESC review.

ESC Data Retention: Full ESC detection records shall not be retained within
the ESC system for a time past the cessation of incumbent activity longer than
the detection time figure of merit plus any additional randomized deactivation
period determined by the ESC. The time period may be subject to periodic
review and adjustment. ESC operators may propose keeping statistical records
for the purposes of behavior analysis and reporting during the approval
process, but any such record keeping will be subject to DoD review and may
be declined.

Operation in Exclusion Zone areas unmonitored by an ESC: A SAS shall not
authorize operation of any CBSDs within the frequency ranges and exclusion
zones established by NTIA if those areas are not monitored by an ESC
network. ESC operators supporting SASs which authorize CBSDs in the
context of a partially-deployed ESC shall include in their applications for
approval the method by which they determine the boundary between monitored
and unmonitored areas and the resultant Exclusion Zones and Protection Zones
around the boundary.

ESC System Failure: For protection of incumbent radar activity in the event of
an ESC system failure, a SAS shall fail safely. A SAS which fails to receive
expected messages from an ESC network shall behave in the same way as if no
ESC was deployed over the relevant exclusion zone.

ESC Periodic Review: ESC network and system requirements are subject to
periodic review and modification.
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R2-ESC-12: Federal Incumbent Detection Event: Notice from the ESC to the SAS resulting
from a detection of federal incumbent activity in the band shall be made
expeditiously subsequent to the detection of that activity by the ESC system.
Information relevant to federal activity passed from an ESC to a SAS in an
incumbent detection event record shall be limited to the following information:

a. A geographical description (or reference) which defines the extent of the

federal incumbent activity to be protected. This geographical description
shall be limited to the constraints described by [Ref-8]

b. A frequency range which defines the extent of federal incumbent activity
to be protected. This range shall be limited according to any constraints
described by [Ref-8]

An activation time for this protection (which may be the current time).

A deactivation time for this protection (optional)

e. A retention time for this record within the SAS system, which shall be
obeyed by the SAS following notification by the ESC system that the
incumbent detection event has expired. This retention time shall be limited
to the constraints described by [Ref-8]

f. A protection level specifier to be enforced by the SAS for this
geographical description (if applicable).

Qo

Upon cessation of the incumbent detection event, the information passed from
an ESC to a SAS relevant to the federal activity shall be limited to the amount
necessary to identify which incumbent detection event record is no longer
active.

Other information as needed for SAS and ESC operational concerns may also
be passed by the ESC to the SAS as required. None of that information shall
have any relationship to federal incumbent activity except insofar as it may be
derived by either the ESC or the SAS from exactly that information listed in
this requirement.

10 Certified Professional Installer Requirements (CPI)

R1-CPI-01: SAS Administrators shall cooperate with the multi-stakeholder community to
define a common CPI Accreditation Standard to be applied to Certified
Professional Installer Training Programs. This CPI Accreditation Standard
shall be used by a designated CPI Accrediting Body to accredit and regularly
evaluate accreditation status of Certified Professional Installer Training
Programs.

R2-CPI-01: The Certified Professional Installer Accreditation Standard shall require that
CPI Training Programs use a curriculum including the following elements:

a. An explanation of the importance of the CPI role in the CBRS ecosystem.
b. An explanation of the structure of the CBRS band, including the support
of incumbent, PAL, and GAA users. (Three-tier architecture)
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An explanation of CBSD devices including examples of such devices.
This explanation shall include the definitions of Category A and B devices
and examples of such.

An explanation of the impacts of such devices on other users of the band,
including incumbent users and Grandfathered Wireless Broadband
Licensees.

An explanation of high-level responsibilities of the SAS to protect
incumbent and PAL users of the band from harmful interference and to
facilitate coordination among GAA users and resolve conflicting uses of
the band. This explanation shall include the SAS ecosystem functional
architecture and explain the roles of the architectural elements.

An explanation of the radio characteristics of harmful interference.

g. Anenumeration of the CBSD registration parameters which Part 96

defines, including an explanation of each CBSD registration parameter
including examples of how the parameter can be measured by the
Professional Installer. Consistent use of parameter names, types, and units
shall be employed by all CPI Training Programs.

An explanation of the interaction of a CBSD with the SAS including but
not limited to registration, grants, heartbeats, transmission, suspension,
revocation, reassignment and deregistration.

A minimum number of worked examples, both indoors and outdoors,
providing case studies of gathering a full set of CBSD registration data for
a particular CBSD or set of CBSDs.

An explanation of the responsibility of the CPI to seek out methods for
gathering CBSD registration data for unfamiliar equipment, and the
responsibility to do so before providing such data to the SAS.

An explanation of the processes whereby collected information may be
provided to the SAS by a CPI.

An explanation of the relationship of the Part 96 registration data to any
other industry-defined data (as defined in [this: 0112] document) which
may be required to be collected and provided to the SAS as part of the
installation process for particular CBSD equipment.

. An explanation that the CPI is fully responsible for CBSD registration

data reported to the SAS, even when working with other people or systems
which may assist in gathering such data.

An explanation of the processes whereby a CPI can interface with the SAS
to correct inaccurate data discovered in the course of operations.

An explanation of the processes whereby a CPI can retrieve data from the
SAS about the CBSDs for which they have provided registration
parameters.

An explanation of the division of responsibility between the CBSD User
and the CPI in the installation process and ongoing operation.

An explanation of the ongoing responsibilities of a CPI to maintain
registration with the CPI Training Program to receive notice of any
updates to Part 96 regulations or CPI Training Program requirements, as
well as periodic renewal of certification status.
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r. An explanation that CPI data will be subject to accuracy checks by other
parties and systems; and the obligation to provide correct data.

s. An explanation of the corrective actions the CPI Training Program will be
entitled to take pursuant to inaccuracies in data provided to the SAS by a
CPL.

t. An explanation of any actions available to the Federal Government
pursuant to negligence or willful misuse of the powers of a CPI.

Accredited CPI Training Programs may include additional information not
subject to the CPI Accreditation Standard, but such information, if included,
shall not be contradictory to the required curriculum.

R2-CPI-02: The CPI Accreditation Standard shall establish consistent and objective criteria
for successful completion of such a CPI Training Program.

The CPI Accreditation Standard shall require that candidate CPI Training
Programs administer objective testing of individual CPIs to prove their
understanding of the current material.

R2-CPI-03: Certified Professional Installer Registration Information: The Certified
Professional Installer Registration process requires the CPI Training Program
Administrator to collect the following information from a Certified
Professional Installer and provide it to the CPI Accrediting Body, which stores
it and makes it available to a SAS Administrator upon request:

Legal identity (name),

Mailing address,

Legal address,

Email contact,

Phone contact,

Accredited certification number from a CPI Training Program (CPIR-1D),
License initiation date, expiration date,

CPI Training Program successfully completed

S@ e oo o

R2-CPI-04: Professional Installer information provided to the SAS: When a professional
installer provides additional information on Category A or Category B CBSDs
via a mechanism provided by the SAS administrator, the professional installer
shall provide:

a. The CBSD serial number and FCC ID (to uniquely identify the CBSD),
b. The associated Certified Professional Installer Registration ID (CPIR-ID)

R2-CPI-05: The SAS shall hold CPIs accountable for the CBSD registration data those
individuals provide to the SAS. Note: the CPIR ID is a mechanism for
tracking the association of a CPI with provided CBSD registration data.

If a CBSD User alters the deployment of a CBSD such that new registration
data is required (as per Part 96.39), it is the responsibility of the CBSD User to
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engage a CPI (if required) to provide updated CBSD registration data to the
SAS.

R2-CPI-06: The CPI Accreditation Standard shall require CPI Training Programs to
document processes for any instructor selection, training, and continuing
education they do. The Standard shall impose record keeping requirements on
CPI Training Programs to track the participation of instructors and CPlIs in the
CPI Training program.

The Standard shall establish consistent continuing education requirements to be
satisfied by CPI Training Programs and disciplinary actions available to CPI
Training Programs should CPIs be found to be providing inaccurate data to the
SAS. Note: such continuing education requirements are expected to reflect
rules, requirements, and technology changes.

The standard shall ensure that candidate CPI Training Program administrators
receive acknowledgement and legal consent by CPIs to abide by the
disciplinary structure developed as part of the CPI Accreditation Standard.
Such a structure may include retraining, suspension and revocation of CPI
certification status.

The Standard shall require CPI Training Program administrators to be
contractually bound by an obligation to carry out the disciplinary actions set
forth in the CPI Accreditation Standard, including an acknowledgement and
consent to the consequences of failure to carry out such duties, which shall
include the suspension or revocation of accreditation status as a Certified
Professional Installer Training Program Administrator.

The Standard shall require CPI Training Program administrators to agree to
transfer the pertinent information in their records (e.g., ongoing training status,
responsibility to contact a CPI for certification renewal) to another accredited
CPI Training Program administrator in the event it ceases operation. It may
charge a reasonable fee for such conveyance.

R2-CPI-07: The CPI Accreditation Standard shall establish periodic re-accreditation
requirements to be agreed to by CPI Training Programs.

The registry of CPI Training Programs maintained by the CPI Accrediting
Body shall contain at least the following information:

Name of CPI Training Program Administrator
Accreditation status

Accreditation dates

Accreditation review history

Legal identity of responsible party or parties
Contact information for responsible party

D0 OO0 T

The CPI Accreditation Standard shall require CPI Training Program
Administrators to maintain contact information such that any updates
promulgated in the CPI Accreditation Standard itself or in its program
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requirements can be communicated to the CPI Training Programs and adopted
in a timely fashion.

R2-CPI-08: SAS administrators shall provide a means whereby their SASs will accept
CBSD registration parameters from CPIs.

This means shall include an interface containing standardized terminology used
in the CPI Accreditation Standard for the identification of CBSD registration
parameters common to Part 96 operations. Any additional parameters which
users of this interface may be permitted to provide to the SAS shall not conflict
with Part 96 CBSD registration parameters.

The SAS shall validate that only individuals who are CPIs in good standing
have the capability to use such interfaces to provide CBSD registration
parameters to the SAS.

If a CBSD or network management system supervising one or more CBSDs
provides an interface to a CPI to facilitate the collection and/or provision of
CBSD registration parameters, that interface should use standardized
terminology used in the CP1 Accreditation Standard for the identification of
CBSD registration parameters common to Part 96 operations. (Note: legacy
devices are exempted from this requirement.)
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Appendix A: Informative Annex
Provides additional information on some of the more complex topics to assist the reader.

Warning: contents of this Appendix may be deprecated.

Appendix A.1: Registration Overview

Before a CBSD can begin automated channel allocation requests with the SAS, the CBSD must
be registered with the SAS. This is a rather complex process where the following separate
registrations or enrollments may be required:

e User Registration: CBSDs must be associated with a user; we require the user to pre-
register (enroll) with the system. The user may be an organization or an individual(s).

o Certified Professional Installer Device Information (CPIDI): Some CBSDs will be
installed by a Certified Professional Installer, we require the professional installer to be
pre-registered with a Professional Installer certifying body database which the SAS must
be able to access. Note: Category B CBSDs must be setup by a Professional Installer.

e CBSD Regqistration: The CBSD must register with the SAS and also provide installation
details.

o User installed CBSDs: Category A CBSDs may be installed by an user or an
authorized associate or employee of the user. Such CBSDs will initiate
registration with the SAS. An user-installed CBSD must be capable of
automatically calculating its location (as defined by the FCC Rules) and provide
that information as part of the CBSD registration process.

o Professionally installed CBSDs: All Category B CBSDs must be installed a
certified professional installer, while certain Category A CBSDs may be installed
by a certified professional installer. Category A CBSDs unable to automatically
determine their location to within the FCC Rules must be installed by a certified
professional installer, while other Category A CBSDs can be installed
professionally (Ref-1 para 208). Category A CBSDs installed by a professional
installer may not be capable of automatic determination of their location (either
by design or due to disadvantaged placement); such CBSDs will be installed in a
fixed location so as to be attached to a permanent structure (e.g. pole, ceiling, or
wall), and the location of such a CBSD will be provided by the professional
installer.

e PAL License Registration: For CBSDs using PAL spectrum, we require the PAL License
(PAL-ID) and the specific protection area to be pre-registered (PPA-ID) (enrolled) with
the system. This is the PAL-ID and thePPA-ID respectively.

User Regqistration / Enrollment with the SAS

The User is a person or company who owns and is responsible for one or more CBSDs. User
registration with a certified SAS is expected to be a manual process (likely via a Web Interface).
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After the User has provided necessary owner contact information, the system must provide the
owner with:

e An User Registration Identity (UR-1D),

e A method to authenticate the User when accessing the User account (e.g, password),
Information is exchanged between the CBSD User and the SAS Administrator to establish a
secure mechanism to associate CBSD(s) and User identity. This mechanism will be used to allow
the SAS to properly associate a registering CBSD with its User. This is to ensure the CBSD is
linked to a valid user and to ensure registration occurs with the user’s permission. The
mechanism would allow the owner to create sub-groupings of CBSDs which may be useful for
large networks.

User Registration Process (includes a secure
mechanism for CBSD-Owner association)

SAS

User Information (name, address, etc) Front End R

User |g Interface |1 User
User Registration ID, authentication to SAS Registration
credentials, etc Information

CBSD Reqistration

Category B CBSDs are required to be setup by a professional installer and require the
professional installer to provide additional information about the CBSD. The information may be
entered into the CBSD (to be relayed to the SAS) or entered by a Certified Professional Installer
via a mechanism provided by the SAS administrator.

Category A CBSDs which are unable to automatically calculate their location within the FCC
requirements need to have their location validated by a certified professional installer.

The information provided by the certified professional installer is site specific.

The figure below is high level and does not imply any specific message sequencing.
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CBSD Information (S/N, FCC ID, Location, etc)

CBSD | CBSD ID
Device

Professional Installer provided information _
<only for CBSDs Professionally Installed>

Front End
Interface
to SAS

SAS

\ 4

CBSD S/N & FCC ID, CPIDI,
[+ Antenna parameters, Location, etc

\ 4

Front End
Interface
to SAS

\ 4

CBSD
Information

Note: Professional installer information
may be entered into the CBSD or into the
Professional | SAS. Either option is acceptable.

Installer

Certified Professional Installer Device Information (enrollment)

v

The FCC Rules require Category B CBSDs must be installed by a certified professional installer,
while Category A CBSDs may be installed by a professional installer [Ref-2 96.45 (b)]. The
rules also “encourage” an accreditation program for professional installers (para 222).

The Certified Professional Installer must be pre-registered in a centralized database, which is
accessible by all SASs, which will provide the installer with a system wide unique Certified
Professional Installer Identify and a method to authenticate the Installer when accessing the
Certified Professional Installer account. This information will be used by the installer when they
enter the Device Installation Record into the CBSD or provide it to the SAS Administrator.

Installer Registration Process

certified \ Certified Installer Data (name, accreditation, etc)
Prof |,

Installer ‘CP|D|, PIN

Front End
Interface
to SAS

Central Database

v

Certified Prof

Copyright © 2017 The Software Defined Radio Forum Inc.
All Rights Reserved

Installer
Information

Page 55



WIRELESS

Spectrum Sharing Committee WG1 ’4
[INNOVATION &

CBRS Operational and Functional Requirements ‘“\
FoRrRuUM WINNF-15-5-0112-V2.0.0 WinnForum Standards-

Appendix A.2: Additional Information about ESC Requirements

The ESC requirements establish the maximum propagation loss over which an incumbent radar
must be detected by an ESC on the coastline. Effectively specifying the required sensitivity of
the ESC without multiple complicating factors such as peak vs average detection, integration
time, reference bandwidth, maximum distance to radar, etc. Also allowing maximum flexibility
in system design.

For reference, the specified maximum propagation loss (184 dB) corresponds to the minimum
path loss allowed between an equivalent total emission power of a single Category B rural CBSD
on the coastline and the radar receiver such that the interference-to-noise ratio (I/N) in the
receiver does not exceed -6 dB. (The calculated loss assumes a radar receiver noise figure of 3
dB, an equivalent noise bandwidth of 1 MHz, and an insertion loss of 2 dB).

In practice, ongoing investigations into the effects of aggregate interference from multiple
CBSDs and their locations may need to be taken into account to better establish this figure.

The implementer may choose to interpret this requirement as a received power requirement using
a link budget for conversion and the radar antenna gain, transmit power, maximum propagation
loss, and appropriate assumptions on the receiver (e.g., antenna gain).

If the ESC is not capable of detecting the equivalent incumbent radar at a particular location on
the coastline, a SAS relying on this ESC for incumbent radar detection would need to make use
of the static NTIA defined Exclusion Zones.

A ¢ £ R

detection equal to or detection not
better than threshold at threshold

Note: This figure may be adjusted as a result of future periodic ESC review.
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The ESC provides the only mechanism within CBRS to determine the presence of federal
Incumbent Users and ESC designs are limited in their ability to detect federal Incumbent Users
due to the presence of interference such as that caused by CBRS device transmissions. CBSDs
and EUDs within very close proximity of ESC sensors will prevent ESC from accurate federal
Incumbent User detection. Therefore, given that federal Incumbent User protection is one of
SASs highest priorities, SAS must prevent excessive CBRS device interference at ESC sensors.
In particular, SAS must prevent CBRS transmissions in close proximity to ESC sensors.

Given the R2-ESC-01 parameters and the path loss defined in R2-ESC-02, the peak radar power
received at an ESC sensor antenna is:

PESC =120 — PL dBm/MHz

Assume an ESC radar signal-to-CBSD interference plus noise power ratio (SINR) of 5 dB is
required to satisfy ESC performance requirements and that the ESC antenna gain in the direction
of the radar is 5 dB greater than the ESC antenna gain in the direction of each CBSD. Then
assuming the CSBD interference greatly exceeds the noise, to achieve SINR =5 dB implies that
the aggregate CBSD power, PCBSD, incident on the ESC antenna is given by

PCBSD = PESC + antenna discrimination - SINR
=120-PL+5-5
=120 - PL dBm/MHz

Thus, the SAS needs to ensure that the aggregate CBSD interference does not exceed 120-PL
dBm/MHz so that SINR >=5 dB.

Note: this analysis does not imply any additional sensitivity requirement on ESC sensors.
Note: SASs will need to coordinate to achieve the protection requirement.
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Appendix A.3: PAL and PPA Information
PAL and PPA Overview

The use of protected PAL channels (PAL allocations) is controlled by PAL and PPA verifiable
data, where the SAS can verify that claimants making PPA claims have the appropriate PAL
rights and where the SAS can verify that CBSDs making channel allocation (grant) requests have
the appropriate PPA rights. The SAS can verify these rights by accessing mirrored data bases
that list the PAL-IDs and PPA-IDs. In this manner, neither CBSD Users nor the CBSD’s
themselves are designated as exclusively GAA or PAL. Instead, when any CBSD requests a
channel allocation from its Managing SAS, the CBSD would be on the PPA’s Cluster List
maintained by the Managing SAS. The PPA is a derived right (derived from the PAL License
rights) that allows the use of a protected channel. These are defined herein.

Before a CBSD can begin automated channel allocation requests with the SAS in order to claim
the exclusive use of a PAL (Priority Access License) protected channel, the PAL Licensee must
assert the PAL rights to make a PPA (PAL Protection Area) claim. The PAL Licensee will have
already won PAL rights from the FCC auction, or may have obtained these rights in a subsequent
transaction, or may have leased these PAL rights from a PAL Holder in a process outside the
SAS. The conveyance of the PALs from the auction to the SAS system must include the
information described below. Each original PAL is defined by the FCC and is based upon a
census tract area. Each PAL census tract area is based upon vertex points that define this PAL
boundary. Each PAL is identified with a system wide unique PAL-1D number. Based upon
population density, some PAL tracts may be very large and it would not be reasonable to provide
adequate CBSD coverage for the entire PAL. If the PAL Holder wishes to provide coverage for
some defined portion of the PAL and wishes to assert exclusive use rights via the SAS
administration system, the PAL Holder must first make a PPA claim. The PPA claims
(‘children’) derive their rights from the PAL (‘parent or parents’) (the PAL-ID(S)).

The PPA claimed area is an area that may be wholly within one parent PAL tract, or the PPA
may span into two or more contiguous PAL tracts (multiple parents) where these PAL tracts are
owned by the same PAL licensee. The PPA is defined by a number of vertex points (different
from the vertex points of the whole PAL) that are also wholly within one (or more than one
contiguous) PAL tract(s) owned by the same PAL licensee.

The PPA claim is checked by the Managing SAS in order to ensure that the PPA claim is within
the ‘Maximum Allowable PPA’ contour for the submitted CBSDs. These CBSDs are on the
PPA’s Cluster List. This FCC mandated methodology ensures that the claiming PAL Holder
may not make too large a PPA area claim that is unsupported by the coverage of the CBSDs (the
CBSDs in the Cluster List) within that PPA. The PAL Holder (the PPA claimant) submits the
Cluster List of CBSDs within the intended PPA that provide coverage. The PAL Holder may
also submit the list of PPA vertex points to define the claimed PPA area boundary.

Alternatively, the PAL Holder may ask the Managing SAS to determine the PPA boundary based
upon the Cluster List. The Managing SAS determines the ‘Maximum Allowable PAL Coverage’
contour and ensures that the PAL Holder’s PPA is within this contour. If the PPA area is not
within the ‘Maximum Allowable Coverage’ contour, the PPA claim is rejected.

If the Managing SAS confirms that the PPA is within the ‘Maximum Allowable Coverage’
contour, it creates the new PPA by recording the Cluster List of CBSDs, by accepting (or the
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Managing SAS itself derives) vertex points that define the PPA area, and by establishing a
system wide unique PPA-ID number.

The PPA-ID is assigned by the Managing SAS to the Registered User and may be maintained
within the Registered User’s account. Subsequently, the Managing SAS can use the PPA’s
Cluster List to check if a requesting CBSD s entitled to PAL channel use rights.

PALs and PAL-IDs

First, after the auctions, the purchased PAL (census tract based) licenses must be registered with
the overall system such that every SAS can verify each individual PAL. This includes four items
that must be available to each and every SAS:

the PAL-ID,

verification of the User Registration Identity (UR-I1D),

the FCC tract identity information (that ties back to the census tract), and

the frequency channel logical identity information (that ties back to the results of the
auction and how many PAL licenses were issued for that tract).

PPAs and PPA-IDs: Requirements

After the establishment of PAL ownership and PAL-ID identifiers, the PAL Holders shall
establish PAL Protection Areas (PPAS) in order to allow their CBSDs to request a PAL
protected channel allocation from a Managing SAS.

The PPAs are specific to the coverage associated with a CBSD ‘Cluster List” and hence are
specific to both the PAL and the submitted Cluster List. The Cluster List defines the CBSDs that
provide coverage within the area of the PPA. If CBSDs are removed or added to the Cluster
List, the Maximum Allowable PPA Contour may change. If CBSDs are removed or added to the
Cluster List, the PPA is effectively changed to a new PPA, with a new PPA-ID.

The PAL rights in the area allows the original auction winner (the PAL licensee or lessor) to
claim PPAs and may also allow the licensee to lease such PAL rights to others (lessees). Within
the PAL area, the lessor and all subsequent lessees must coordinate their co-channel PPA claims
amongst themselves. The SAS need not manage different co-channel PPA claims within the
same PAL service area, just as the SAS does not manage co-channel use between different
CBSDs within the Cluster List within the same PPA.

The use of PPAs allows for six capabilities:

1. Sub-division of PAL areas by PAL Holders to define used area: The process of claiming a
PPA sub-area within a larger PAL (or multiple PALS) allows the PAL Holder to define use.

2. SAS check of the PPA claim against ‘Maximum Allowable Coverage’ contour: The process
of claiming a PPA requires the Managing SAS to model CBSD RF coverage of the claimed
PPA area by employing the FCC mandated ‘Maximum Allowable Coverage’ contour
methodology. The SAS shall model the composite coverage of all the CBSDs on the PPA’s
Cluster List using: a) each CBSD’s maximum EIRP, b) an RF propagation model of path
loss, ) an antenna height and antenna gain effect, and d) a -96 dBm receiver sensitivity
threshold. This method shall be used to determine the maximum contour allowable for the
PPA, based upon the submitted CBSD Cluster List for the PPA. The SAS shall compare the
PAL Holder’s claimed PPA contour against the ‘Maximum Allowable Coverage’ contour to
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ensure that the claimed PPA is within this upper bound. A valid PPA claim serves as the
engineering definition of use. This SAS checking of the submitted PPA claim prevents a
PAL Holder from squatting and reserving a vast area and preventing others from using
channels for GAA in this area even if the PAL Holder has few (or no) CBSDs in the PPA
area and cannot provide adequate (or any) coverage.

3. Sub-division of PAL areas by claimants: The process of claiming a PPA allows the PAL
Holder to define smaller and hence more useful, areas of coverage. The PAL Holder may
select those areas where service coverage is more valuable, feasible, or serves a higher
number or a higher density of users, or a specific type of use case or end user (shoppers in a
shopping mall, travelers in an airport). Thus the exclusive use of the channels conveyed by
the PAL rights are applied selectively to those areas in use: the PPA claimed areas. The
remainder of the PAL area need not be protected by the SAS nor reserved for exclusive use.
The PAL Holder defines these areas (polygons) based upon boundaries that are meaningful
to the intended coverage area, the service area, or to the user. This can avoid machine
derived boundaries (based solely upon SAS RF Modeling) that may not correspond to useful,
meaningful, understandable, or conveyable boundaries. Alternatively, the claimant may ask
that the Managing SAS determine an appropriate PPA boundary.

4. Coverage Planning engineering by PAL Holders: The process of claiming a PPA allows the
PAL Holder to define an intended area of coverage, including buffer areas around one or
more CBSD access points that form a RAN network. The use of a buffer area allows a
service provider to engineer a QoS level that is independent of the -80 dBm required
boundary condition. For larger CBSD cells with higher dynamic range, the service provider
may wish to operate the CBSD receivers at a lower receiver sensitivity level. By requiring
the SASs to protect the PPA rather than the individual CBSD(s), the service provider can
engineer the coverage separately from the SAS management criteria. The PAL Holder need
not ask the SAS to protect to a different threshold criteria nor provide other parameters that
may not be part of the SAS modeling methodology.

5. Secondary market trading of PAL rights to others: The process by which a PAL Licensee
registers specific PPAs within a PAL allows the original PAL licensee to break up the
service area within one PAL or within a number of contiguous PALs into smaller, ‘used’
portions. The PAL licensee may then allow others (lessees) to coordinate and use other
unused areas within the PAL by claiming new PPAs for the lessees’ own use within the same
PAL. By leasing the PAL rights, other designated parties may establish these independent
PPA claims associated with their own CBSD emplacements (their own Cluster Lists). The
privilege of making these PPA claims within the PAL can be leased to other third party
Registered Users, so that these third parties may use their own registered CBSDs (Cluster
Lists) to make PPA claims (via the lessor) and to access this prioritized spectrum. Market
mechanisms can allow the use of the prioritized spectrum to be apportioned in time and in
space and in frequency and the PPAs allow orderly definition, management, control, and
coordination of such permissions. This enables market mechanisms to better allocate
spectrum use, and allows the SAS system to easily accommodate such mechanisms. It is the
responsibility of the original PAL owner (the lessor) and subsequent parties (the lessees) to
coordinate their PPA claims within the PAL(s).
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6. The system is rights based. Neither Registered Users (with valid UR-IDs) nor Registered
CBSD Access Point Devices (CBSD-IDs) are permanently or temporarily designated as
PAL, PPA, or GAA channel devices. Instead, during the CBSD Device’s normal channel
allocation request to its own Managing SAS, the individual CBSD (or a group of CBSD
Devices managed under a RAN or a proxy SAS controller) request a channel allocation
grant. The Managing SAS can determine, via the Cluster Lists, if the CBSD(s) are entitled to
PAL channel(s) based upon the CBSD-ID(s). If the CBSD is not on a PPA’s Cluster List,
then the SAS will allocate a GAA channel(s) to the requesting device. If the CBSD ison a
PPA’s Cluster List, then the Managing SAS shall indicate when a PAL channel(s), a GAA
channel(s), or both, are available, and allow the CBSD to request a channel allocation. The
PPA definition for that PPA-ID may be based upon more than one parent PAL in terms of
tract area or in terms of frequency channel. Thus one PPA may possess valid rights to claim
the use of two (three, or four) adjacent PAL frequency channels in order to aggregate a
channel bandwidth greater than one 10 MHz channel.

Description of PPA claiming process
The process to establish a PPA is briefly described below.
Step 1: The UserRegistration process establishes a valid UR-ID (User Registration ID).

As part of this User Registration process, the Managing SAS may convey to the User a
CBSD Group Identifier(CGl)) that associates the registering CBSD (as part of the CBSD
Registration process) with its user. The CGI which is a code number that is not easily
guessed such that not every combination of characters in such a code is valid. This CGl is
provided to the user by the SAS during the User Registration process. Subsequently the
user uses this CGI when registering one or more CBSDs as part of the CBSD registration
process. Upon initial CBSD Registration with the SAS, the CBSD or the installer provides
this CGI. This allows the SAS, during CBSD Registration, to easily determine who the
user is and make the appropriate association. This allows these CBSDs to be added to the
registered user’s appropriate owned CBSD list.

1) User Registers with a SAS (User may own or use CBSDs, PALs, PPAs) :
One database for all Registered Users

System-wide Shared Database

2) Registered User gets UR-ID

SAS Interfaces

Centralized Database of
Owner Registrations (UR-IDs)

User contact information | SAS UR-ID:
User | Assigns —| UR-ID ’ . ‘
URID, CGl UR.IDs database name, contactinformation

Listof CBSD= (CBSD-IDs)
Listof PALs (PAL-IDs)
List of PPAs (PPA-IDs)

Cal
. CB?D Groups (CGls)
Device

CGlis an identifier of a group to allow automatic CBSD
Registration to be associated with the Registered
User's defined group
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Figure 1. Step 1: User Registration

Step 2: The PAL Holder buys, registers and deploys a number of CBSDs within the
owned PAL area.

These multiple CBSDs are registered, either by fully automatic means, or via the entry of
additional information from a Certified Registered Installer. The CBSD device
registration process establishes valid CBSD registrations identifiers (CBSD-1Ds).

3) CBSD Device is fielded by User
4) CBSD Registers with a SAS: local SAS specific database

CBSD gets CGI from User 0
ser
> CBSD-ID added to User UR-ID CBSD list

9) CBSD gets CBSD-ID Database of

cal SAS Interfaces - ¢BSD Registrations (CBSD-IDs)  CBSD-ID:
! CBSD parameters,

,| CBSD CBED parameters »| SAS Assigns —*{ ces0.0 Antenna parameters, gain, height
Device CBSD-Ds . f
CBSD-ID E A TTET CBSD location,

Figure 2. Step 2: CBSD Device Registration

Step 3: The FCC PAL Auction establishes PAL ownership. PAL ownership and the
PAL-ID is conveyed to a PAL Licensee.

1) User Registers with a SAS (User may own or use CBSDs, PALs, PPAs) :
One database for all Registered Users

2)] Regfﬁer ed User gets UR-ID System-wide Shared Database
SAS Interfaces Shared Database of User Registrations (UR-1Ds)
User contact information SAS
» . UR-ID:
User | —_— 3

URID, cGl T,SRS_I?[:'; dUlRI - name, contact information
S — Listof CBSDs (CBSD-IDs)

Listof PALs (PAL-IDs)

el Listof PPAs (PPA-IDs)

> CB%"D Groups (CGls)
Device

CGlis an identifier of a group to allow automatic CESD
Registration to be associated with the Registered
User's defined group

Figure 3. Step 3: User buys PAL License
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List of Registered PAL-IDs

PAL Census Tract Area 093-C =
>
Database includes:

PAL-ID (system-wide unique identifier),

UR-ID (the Owner or Holder of the PAL),

PAL tract (FCC identifier),

PAL logical frequency block,

PAL boundary vertex points (boundary definition),
Expiration

Figure 4. PAL, PAL-ID, and PAL Database

Step 4: The PAL Holder creates one or more PPA(S) within one or more contiguous PAL
areas. Each PPA claim is associated with a single CBSD or with a CBSD Cluster List.

8) PAL Holder fields CBSDs within intended PPA e e e
9) PAL Holder Claims a PPA within a PAL 2) Add new PALs
3) Claim ! Add new PPAs [ Add CBSD to PPA's Cluster List

4) Manage Groupings & Lists

PAL-ID
Shared Database of User Registrations (UR-IDs)
UR-ID:
10) PAL HOl'der Ge‘ts PPA"D name, contact information
List of CBSDs (CBSD-IDs)
Managing List of PALs (PAL-IDs)
List of PPAs (PPA-IDs)
SAS Interfaces Groups (CGls)
PAL-ID, Cluster List of CBSDs, System-wide Shared Database
Intended PPA area, ]
Vertex Points Ha"ag'r'g SAs v.ek
G »| PPA Claim & Assigns List of Registered PPA-IDs
| Userr/ | PPA-ID

PAL Holder 4 PPA-ID:
PPA-ID PAL-ID basis,
Managing SAS PPA boundary vertex points,
Retains Cluster List Expiration

Figure 5. Step 4: PAL Holder Fields CBSD(s) and Claims PPA
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P N Shared List of Registered PPA-IDs
—

PAL Census TractArea 093-C
database
/ Database includes:
PPA-ID (system-wide unique identifier),

PPA 093-C- 0078 PAL-ID(s) (the PAL(s) basis of the PPA claim),

A PPA boundary vertex points (boundary definition),

Expiration

— CBSDs on submitted Cluster List

— Intended coverage area
— ‘Maximum Allowable PPA Claim' Contour

e =

R <1
l = l — Claimed PPA Boundary and PPA Vertex Points

Figure 6. PPA, PPA-ID, and PPA Database

Step 5: The operational CBSD performs a Spectrum Inquiry to determine which channels
or frequency ranges are available.
11) CBSD performs SpectrumInquiry (Request) to Managing SAS CBSD is on PPA’s Cluster List
[ What PAL channels and GAA channels are available |

12) CBSD gets response e
Shared Listof Registered PPA-IDs
PPA-ID:
. Managing SAS i PAL basis (PAL-ID)

CBSD_ID, S I
CBsD 1D, Spectrum Inquiry * Responds with FPA-1D PPA boundary vertex points,
Device Available Channel(s) database | pypiration

Available PAL channel(s)

(if applicable), - —_—

Available GAA channel(s) COﬂ?:nggsssg on o

PPA Cluster List Cluster List

Now CBSD knows what channels to request for GAAuse or for protected PAL use (if eligible because on the PPA cluster list)

Figure 7. Step 5: CBSD Performs Spectrum Inquiry

Step 6: The CBSD makes a channel grant request that corresponds to PAL reserved
spectrum. The Managing SAS can determine, by the Cluster List, that the CBSD is a
member of the PPA and is entitled to use of PAL reserved spectrum. The Managing SAS
can therefore issue a PAL Channel Grant.
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13) CBSD requests PAL Channel Grant

Available PAL Channel(s) from Spectrum Inquiry Response

14) CBSD gets PAL channel grant

Managing
SAS Interfaces

Shared List of Registered PPA-IDs

e, PPA-ID:

CBSD-ID, requested channel(s Managing SAS ) PPA-ID PAL basis (PAL-ID)
L, CB?D Allocates PAL database PPA boundary vertex points,
Device Channel(s) Expiration

PAL channel grant

Managing SAS

. . . Confirms CBSDis on FPA
CBSDis on PPA's Cluster List PPA Cluster List
Cluster List

Figure 8. Step 6: CBSD Requests PAL Channel Allocation

The PPA claiming process requires the following steps:

1) The PAL licensee or PAL holder asserts the PAL identity (PAL-ID) to the Managing SAS
to indicate PAL rights.

2) The Managing SAS checks the PAL database to confirm that the holder’s registered user
identity (UR-ID) matches that of the PAL (PAL-ID record includes UR-ID of PAL owner)
in the database.

3) The original PAL credential is not usedto make channel allocation requests for a CBSD. It
is used to make PPA claims.

4) The PAL Holder either submits a single CBSD or a group of CBSDs (the Cluster List) to
the Managing SAS. These are the CBSDs that provide coverage in the PPA.

5) The PAL Holder defines and submits vertex points to define a boundary for the PPA that is
wholly within one (or more) identified and owned PAL(s). This PPA may cover an area
that includes a number of CBSD access points.

6) Alternatively, the Holder submits a Cluster List containing a number of CBSDs that
provide coverage, and allows the Managing SAS to define the coverage area, the PPA area,
the PPA polygon boundary, and the PPA vertex points.

7) The PAL Holder may make as few or as many PPA claims as desired. The PAL Holder
may dispose of old PPAs (deactivate) and claim new ones if CBSDs are added, deleted, or
moved, or if smaller or larger PPA areas are desired for targeted use. Old PPA definitions
may be retained for some time to aid in resolving interference complaints that occurred in
the past.

8) The PAL licensee (lessor) may make PPA claims on behalf of tenants who lease PAL
rights from the Licensee. The lessor and lessee(s) must coordinate to prevent conflicting

Copyright © 2017 The Software Defined Radio Forum Inc. Page 65
All Rights Reserved



WIRELESS

Spectrum Sharing Committee WG1 ’4
[INNOVATION &

CBRS Operational and Functional Requirements ‘“\
FoRrRuUM WINNF-15-5-0112-V2.0.0 WinnForum Standards-

PPA claims. The managing SAS must validate that the lessees are eligible under the FCC
rules and are pre-registered to lease and that the aggregation limits are not violated.

9) For each PPA claimed, the PAL Holder submits a list of CBSDs (CBSD Cluster List) that
provide coverage in the specific PPA.

10) The Managing SAS performs a frequency range check to ensure that the PAL channels do
not span more than four 10 MHz PAL channels.

11) The Managing SAS performs an area check to make sure that the PPA is wholly within one
(or more than one contiguous) PAL tract area where the PAL rights are valid for that user.

12) The Managing SAS performs an area check using the cluster of CBSDs to make sure that
the PPA is wholly within the ‘Maximum Allowed Coverage Area’ contour. If the claimed
PPA is excessive, the PPA claim is rejected by the Managing SAS. This prevents squatting
on unused spectrum and prevents speculation in spectrum. The PAL Holder must deploy
adequate CBSDs to provide adequate coverage in order to create valid PPAsS.

13) If the Managing SASs modeling shows the PPA claim is not excessively large, the SAS
issues the PPA-ID).

Note: The SAS does not modify the PPA claim in any way. The check against the ‘Maximum
Allowable Coverage’ contour results are disposed of as these locations and modeling
information is only used to check and validate the PPA claim.

Note: The SAS does not model to see or evaluate if the Cluster List of CBSDs creates coverage
outside the claimed PPA boundary or outside the PAL. The SAS may identify this condition and
inform the PAL Holder. The Managing SAS shall not alter the PPA claim. This means the PPA
claim may be smaller than the actual coverage of the CBSD or CBSDs on the Cluster List.

14) Once issued, the PPA-IDs stand on their own.
15) The issued PPA identity (PPA-ID) is public to all other SASs (just like a PAL credential).

16) The issued PPA-ID is entered into the PPA Database so that all SASs may access the PPA
boundary definition (the polygon vertex point information).

17) The PPA-ID is conveyed to the Registered User and shall be added to the Registered User’s
PPA list.

18) The Cluster List for that PPA-ID is retained by the Managing SAS.

19) The PAL Holder’s CBSDs subsequently use this PPA-ID with their own Managing SAS as
part of the conventional Spectrum Inquiry request and Channel Grant Request processes.
The requesting CBSD presents its CBSD-ID when making a Spectrum Inquiry or a
Channel Grant Request. The Managing SAS can easily confirm that that CBSD-ID is in
fact on the Cluster List of the PPA, as the managing SAS retains the PPA’s Cluster List.

20) All other SAS are to enforce the protection rights (no interference) into the protected PPA.

21) PAL rights can be transferred (by lease) by the original PAL licensee (the lessor) to other
device owners who are pre-registered as eligible lessees. The lessor, on behalf of the
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lessee, uses the lessee’s own CBSDs to make their own PPA claims. This results in

independent PPA claims, with their own PPA-1Ds. This third

party PPA-ID is given the

same identical rights for the new CBSD Cluster List (and its registered owner) as to the
original licensee. Itis the responsibility of the original licensee (lessor) and the subsequent
lessors to properly coordinate the use and planning of their PPAs and to prevent conflicting

PPAs.

22) When the PAL lease expires and the PAL rights revert to the lessor, PPAs based upon

expired leases or expired PAL rights must also expire.

User participates in auction to become a PAL Licensee

FCC PAL number, tract Vertex points, term |
|

FCC Auction Administrator

Shared Listof Registered PAL-IDs

_|  PAL- ID database |

Shared Listof Registered PPA-IDs

_|  PPA-ID database |

Device Registration (DRID)

List of Registered CBSD Devices

*|  CBSD-ID database |

Managing
SAS Interfaces
PAL Licenseegets PAL-ID
SAS
PAL Assigns
* PAL-IDs -
@ FCC PAL number, PAL-ID
PAL Holder gets PPA-ID —
Vets &
PAL ™ pa|_|D, Cluster List, intended PPA vertex points Assigns
— [ Holder | »  PPA{Ds I~
U PPA-ID Managing
SAS
Retains
Cluster List
CBSD Device requestsa PCA Channel Allocation
Managing
CBSD_ID, PPA-ID CBSDis on Cluster List SAS
“»| cBSD Device v Allosates PAL 12
PAL Channel

Figure 9. PPA Process Overview
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Appendix B: Revision History

Document History
V1.0.0 May 2016 Forum approval
Vv2.0.0 February 2017 V2 requirements includes the following major
enhancements:
e FCC Order on Reconsideration and Second Report
& Order (FCC 16-55)
e Measurement Reporting
e Domain Proxy Functionality
e SAS Initial Propagation Model
e PAL support
e SAS information sharing
e Certified Professional Installer
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