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Problem - A Nearly Universal Design Flaw 
(Excerpt from Murotake & Martin SDR’05 11/17/2005 

Earlier paper Murotake OMG SBC’04 09/11/2004) 

•  Wireless devices supported by device drivers and 
BIOS hosted by “soft” OE 

•  This type of system is vulnerable to “blended” hacking 
attacks via wireless and Internet 

•  Viruses & malware compromise integrity of the SDR or 
wireless computing device (can bypass encryption) 

Hacker 
Blended 
Attacks 

Key 
Logger, 
other 

Malware 
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Source: http://en.wikipedia.org/wiki/Titan_Rain 
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11/11/2006 – “Broadcom Exploit” Announced! 
eWeek, November 11, 2006 

http://www.eweek.com/article2/0,1895,2056023,00.asp  
Computer security analysts are raising the alarm 

for a critical vulnerability in the Broadcom 
wireless driver embedded in PCs from HP, 
Dell, Gateway, eMachines  The vulnerability, 
exposed as part of the MoKB (Month of 
Kernel Bugs) project, is a stack-based buffer 
overflow in the Broadcom BCMWL5.SYS 
wireless device driver that could be 
exploited by attackers to take complete 
control of a Wi-Fi-enabled laptop… ZERT 
(Zero Day Emergency Response Team) 
warns the flaw could be exploited wirelessly 
if a vulnerable machine is within range of the 
attacker. "If you are near other users with 
laptops, you are at risk. If you are at an 
airport, coffee shop, or using your computer 
with the wireless card enabled in any public 
place, you are at risk… "The card's 
background scan of available wireless 
networks triggers the flaw,"  

Zdnet, November 11th, 2006 
http://blogs.zdnet.com/Ou/?p=365 

According to Johnny Cache, this particular 
exploit is extremely reliable and 
results in "100% ownage" which 
means your computer belongs to the 
hacker if it's attacked using this 
exploit.  Since the exploit has been 
rolled in to the Metasploit 3.0 
framework which includes kernel-level 
shell code, the exploit can be 
performed with a moderate amount of 
hacking knowledge.  This flaw is 
extremely dangerous because it 
exploits the kernel of the operating 
system which means it bypasses all 
conventional security measures like 
anti-virus, HIDS, firewalls, and user 
privileges.  The attack range is limited 
to Wi-Fi range which is typically 100 to 
200 feet but can be extended with 
high-powered antennas  

4 April 2008 4 
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Cyber Security Issue: Kernel Exploits 
Bypass Firewalls, Encryption, VPNs… 

6 

Root kit 
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7 

What’s the Problem? How to Solve? 
The Flaw: Today’s mobile 
devices including PDAs, 
laptops and Smart  
Phones use wireless  
device drivers embedded 
in  “soft” BIOS, board  
support package & OS 

4 April 2008 

HAWCS™ 
(Patent Pending) 

Security should use 
Defense-in-Depth 
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HAWCS® architecture isolates mobile 
device drivers, protects applications 

11 

Separation (Partitioning) micro Kernel or Dual Cores 

US Patent #7,490,350 B1 - Other patents pending 
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US Patent #7,490,350 B1 - Other patents pending 
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Highly 
constrained 
interfaces 

US Patent #7,490,350 B1 - Other patents pending 
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Memory Partition 

System Monitor 

Read Only 

Read Only 

Read Only 

US Patent #7,490,350 B1 - Other patents pending 
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Thank You for your Attention! 

Contact me with any questions: 

David K. Murotake, Ph.D. 
President, SCA Technica, Inc. 

Phone: 1-603-321-6536 
Email: dmurotak@scatechnica.com 

15 


